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1. Getting to Know Your Switch

1.1 Introduction
The SISTM1040-262D-LRT-B Ethernet switch is powerful managed hardened switch with
many features. It operates in a wide temperature range, and dusty and humid conditions. It can

be managed via the Web, Telnet, Console port, or third-party SNMP software.

1.2 Software Features

¢ Redundant Ethernet Ring (Recovery time < 10ms over 250 units connection)
e Supports Ring Coupling, Dual Homing and standard STP/RSTP

e Supports SNMPv1/v2c/v3 & RMON & Port base/802.1Q VLAN Network Management
e Event notification by Email, SNMP trap, and Relay Output

e Web-based ,Telnet, Console, CLI configuration

e Enable/disable ports, MAC based port security

e Port based network access control (802.1x)

¢ VLAN (802.1Q ) to segregate and secure network traffic

¢ Radius centralized password management

o SNMPv3 encrypted authentication and access security

e RSTP (802.1w)

e Quality of Service (802.1p) for real-time traffic

e VLAN (802.1Q) with double tagging and GVRP supported

e IGMP Snooping for multicast filtering

e Port configuration, status, statistics, mirroring, security

¢ Remote Monitoring (RMON)

1.3 Hardware Features

e Two redundant DC power inputs

e Wide Operating Temperature: -40 °C to +70°C

e Storage Temperature: -40 to 85°C

e  Operating Humidity: 5% to 95%, non-condensing

e Casing: IP-30; Dimensions : 96.4 mm (W) x 108.5mm (D) x 154 mm (H)
e 10/100/1000Base-T(X) Gigabit Ethernet port (combo ports)

e 10/100Base-T(X) Ethernet ports

e 100/1000Base-X on SFP port (combo ports)

e Console Port

33617 Rev. A www.transition.com Page 5 of 125
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1.4 Packing List

e One SISTM1040-262D-LRT-B Managed Hardened Switch
¢ One DIN-Rail Kit

¢ One Wall-mount Kit

e One Quick Start Guide

¢ One Console Cable

e One 6-Pin Terminal block

1.5 Optional Accessories

e 25083 (24-Watt DIN-Rail Power Supply)
e 25131 (40-Watt DIN Rail Power Supply)
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2. Hardware Installation
2.1 Installing the Switch on DIN-Rails

Each switch has a Din-Rail clip on rear panel. The Din-Rail clip can be used to mount the

switch on a 35mm Din-Rail.

2.1.1 Mount on DIN-Rails

Step 1: Slant the switch and position the metal spring behind the top edge of the Din-Rail.

Metal Spring

Step 2: Push the switch down on the Din-Rail until the bottom of the clip grips the bottom edge

of the DIN Rail. You may hear a “click” sound when this happens.
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2.2 Wall Mounting Installation

Each switch has also contains a wall mount bracket that can be found in the package. The

following steps show how to mount the switch on a panel or wall:

2.21 Mount on Wall

Step 1: Remove the Din-Rail clip by removing the 3 screws.

Step 2: Use the screws that can be found in the package to install the wall mount bracket.

The screw specifications are shown below. In order to prevent damage to the
SDSTX3110-121-LRT, the size of screws should not be larger or longer than the size used for
the DIN Rail clip.

| NN

—’r Pozidrive
a
E

33617 Rev. A www.transition.com Page 8 of 125




Transition Networks SISTM1040-262D-LRT-B User Guide

3. Hardware Overview

3.1 Front Panel

The following table describes the SISTM1040-262D-LRT-B front panel.

Port Description
10/100 RJ-45 fast | 8 10/100Base-T(X) RJ-45 fast Ethernet ports support auto-negotiation.
Ethernet ports Default Settings: Speed: auto, Duplex: auto, Flow control: disabled.

Gigabit RJ-45 port | 2 10/100/1000Base-TX Giga ports (combo)

Fiber port 2 100/1000Base-X on SFP port (combo)

Console Use RS-232 to RJ-45 connecter to manage switch.

Push Reset button for 2 to 3 seconds to reset the switch.
Reset

Push Reset button for 5 seconds to reset the switch to Factory defaulit.

1
2
3
[__] o lRilngl 5
7
8
13
9
12 10
1

10/1100M Gigabit Combo

PWR: When the PWR UP, the green LED lights.
PWR1: When the PWR2 links, the green LED lights.
PWR2: When the PWR?2 links, the green LED lights.

P 0N e

RM (Ring master): When lit, the switch is the ring master.
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Ring: When lit, the Ring is activated.

5

6. Fault: Indicates a Power failure or Port down/fail when lit.
7. Console port (RJ-45).
8

9

Reset button.

1000Base-X COMBO SFP Port Link/Act LED.
10. 1000Base-T gigabits Ethernet port COMBO 1000Base-X Fiber port on SFP.
11. 10/100/1000 Base-T(X) Ethernet ports Link LED.
12. 10/100/1000 Base-T(X) Ethernet ports ACT LED.
13. 10/100/1000 Base-T(X) Ethernet ports.

3.2 Front Panel LEDs

Push the button 3 seconds for reset; 5 seconds for factory default.

LED Color Status Description
PWR Green On DC power ready
PW1 Green On DC power module 1 activated.
PW2 Green On DC power module 2 activated.
R.M Green On O-Ring Master.
On Ring enabled.
o Ring has only One link (lack
Ring Green Slowly blinking ) ] .
of one link to build the ring).
Fast blinking Ring work normally.
Fault relay. Power failure or
Fault Amber On
Port down/fail.
10/100Base-T(X) Fast Ethernet ports
On Port link up.
LNK/ACT | Green
Blinking Data transmitted.
Full Duplex | Amber On Port works under full duplex.
Gigabit Ethernet ports
On Port link up.
LNK/ACT Green
Blinking Data transmitted.
Indicator Amber On Port link on 100Mbps
SFP ports
On Port link up.
LNK/ACT | Green
Blinking Data transmitted.
33617 Rev. A www.transition.com Page 10 of 125
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3.3 Top Panel

The SISTM1040-262D-LRT-B top panel components are shown below.

1. Terminal block includes: PWR1, PWR2 (12-48V DC).

2. Ground wire connector.

2

PWR-2 Fault PWR-1

=5y

1A@24V

DC12-48Vv

3.4 Rear Panel

The SISTM1040-262D-LRT-B rear panel components are shown below
1. Screw holes for wall mount kit.
2. DIN-Rail kit.
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4. Cables

4.1 Ethernet Cables

The SISTM1040-262D-LRT-B switch has standard Ethernet ports. Based on the link type, the
switch uses CAT 3, 4, 5, or 5e UTP cables to connect to other network equipment (PCs,

servers, switches, routers, or hubs). Refer to the following table for cable specifications.

Cable Types and Specifications:

Cable Type Max. Length Connector
10BASE-T Cat.3, 4, 5 100-ohm UTP 100 m (328 ft) RJ-45
100BASE-TX Cat.5 100-ohm UTP UTP 100 m (328 ft) RJ-45
1000BASE-TX Cat.5/Cat.5e 100-ohm UTP | UTP 100 m (328ft) RJ-45

4.1.1 10/100/100BASE-TX/10BASE-T Pin Assignments
For 100BASE-TX/10BASE-T cables, pins 1 and 2 are used for transmitting data, and pins 3

and 6 are used for receiving data.

1000 Base-T RJ-45 Pin Assignments :

Pin Number Assignment
1 BI_DA+
BI_DA-
Bl_DB+
BI_DC+
BI_DC-
BI_DB-
BI_DD+
BI_DD-

o INjojoa|b~wOIN
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The SISTM1040-262D-LRT-B supports auto MDI/MDI-X operation. Straight- through or

cross-over cables can be used to connect the switch to other equipment. The following table

below shows the 10BASE-T/ 100BASE-TX MDI and MDI-X port pin outs.

10/100 Base-TX MDI/MDI-X pins assignment:

Pin Number MDI port MDI-X port
1 TD+(transmit) RD+(receive)
2 TD-(transmit) RD-(receive)
3 RD+(receive) TD+(transmit)
4 Not used Not used
5 Not used Not used
6 RD-(receive) TD-(transmit)
7 Not used Not used
8 Not used Not used

1000 Base-T MDI/MDI-X pins assignment:

Pin Number MDI port MDI-X port
1 Bl_DA+ Bl_DB+
2 BI_DA- BI_DB-
3 BlI_DB+ Bl_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 BI_DB- Bl_DA-
7 BI_DD+ BI_DC+
8 BI_DD- BI_DC-

Note: “+” and “~" signs represent the polarity of the wires that make up each wire pair.

33617 Rev. A
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4.2 SFPs

The ISTM1040-262D-LRT-B has fiber optical ports with SFP connectors. The fiber optical ports
are in multi-mode and single-mode with LC connector. Note that the TX port of Switch A should

be connected to the RX port of Switch B.

Switch A Switch B
9o *p
e g R, =

LN =
= \ 2 - /
NP 3 e B

e Bl . ,: ': :,. | c. : P
: ) st
Fiber cord

4.3 Console Cable

SISTM1040-262D-LRT-B switch can be managed through the serial console port. A DB-9 to
RJ-45 cable can be found in the package. This cable can be used to connect a PC via a
RS-232 cable with DB-9 female connector and the other end (RJ-45 connector) connects to

console port of switch.

PC pin out (male) RS-232 with DB9 female connector DB9 to RJ-45
Pin #2 RD Pin #2 TD Pin #2
Pin #3 TD Pin #3 RD Pin #3
Pin #5 GD Pin #5 GD Pin #5
DBY Male

. o | Shigd DB? Female
ignal Ground i Received Line Sighal Datec

5 9/ Fing Indicatar T 6’ DCE Ready

DTE Ready -w 4 Trarsmi tted Data -wgp. -

g —— Clear to Send + ——r Clear to Send

Transmitted Data -z Peceived Data —:z

7l Requestto Ser

Received Data =——2 DTE Reacy . e Request to Send
&
L 1 2
Received Line Signal Detect == ™~ pce Ready signal Ground =" . Ring Indicator
@ -alf}—— Received by DTE Device - Received by DCE Davice

——- Transmitted from DTE Drevice &—— - Transmitted from DCE Device
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5. WEB Management

Warning!!! While configuring or upgrading firmware, please remove physical loop connection

first. DO NOT power off equipment during firmware upgrading!

5.1 Configuration by Web Browser

This section introduces the configuration via a Web browser.

5.1.1 About Web-based Management

The switch contains an embedded HTML web server. It contains advanced management
features and allows you to manage the switch from anywhere on the network through a
standard web browser such as Microsoft Internet Explorer. The Web-Based Management
function supports Internet Explorer 5.0 or later. It is based on Java Applets with an aim to
reduce network bandwidth consumption, enhance access speed and present an easy viewing
screen. Note: By default, IE5.0 or later versions do not allow Java Applets to open sockets.
You must explicitly modify the browser setting in order to enable Java Applets to use network

ports.

Preparing for Web Management
The default values are:

IP Address: 192.168.1.77

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.254

User Name: root

Password: root
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System Login
1. Launch the web browser (e.g., Internet Explorer).
2. Type http:// and the IP address of the switch. Press “Enter”.

= Industrial 18-port managed Ethernet switch

fﬁ"'. -
@._ v &) 172.16,44.134

File Edit \Miew Favorites Tools Help

3. The login screen displays.
Authentication Required g|
6 & username and password are being requestad by http:ff172,16,44, 134, The site says: "index, htm"

User Name: | root

Password: | eese

I OK. ] [ Cancel ]

4. Key in the username and password. The default username and password is “admin”.
5. Click the "OK” button. The main interface of the Web-based management displays.

Main Interface

an
A T,

cpen all Industrial 18-port managed Ethernet switch with
System Information 15X1DI1ODBase-T{X) and ZXGlgabit earabn ports_
Front Panel

| Basic Setting SFP socket

# _| DHCP Server

| Port Setting _
& __| Redundancy System Mame SISTM1040-2620-LRT-B
Industrial 18-port managed

# | WLAN ] |
& | SNMP Ethernet switch with
o System Description 16x10/100Base-T(X) and
__| Traffic Prioritization 2xGigabit combo ports, SFP
| Multicast - socket
= _| Security System Location
| Warning System Contact
& 1 Monitor and Disg System OID  [1.3.6.1.4.1.868.2.120.0.0.25
i Firmware Version |v1.04
AR [T Kernel Version w251
DLl MAC Address 00-CO-F2-56-00-51
System Reboot
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5.1.2 System Information

Industrial 18-port managed Ethernet switch with
16x10/100Base-T(X) and 2xGigabit combo ports,
SFP socket

System Mame SISTM1040-2620-LRT-B
Industrial 18-port managed
Ethernet switch with

System Description|16x10/100Base-T(x) and
2xGigabit combo ports, SFP
socket

System Location

System Contact

System OID 1.3.6.1.4,1.868.2.120.0.0.25
Firmware “ersion |v1.04
Kernel Wersion w251
MAC Address 00-Co-F2-56-00-51
Enahle Location Alert

System Information
The system information will display the Basic Setting / Switch Setting page.

Enable Location Alert
When you click Enable Lacatian Alert , the front panel PWR1, PWR2 and PWR3 LEDs
start flashing. Click Disable Location Alert to cause the LEDs to stop flashing.

5.1.3 Front Panel
Show the panel of the SISTM1040-262D-LRT-B. Click “Close” to close panel on web.

10402630 LET-B
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5.1.4 Basic setting

5.1.4.1 Switch Setting

Cpen all
Systemn Infarmation
Front Panel
= 4 Basic Setting
Switch Setting
Admin Passwaord
|P Setting
|PvE Setting
SNTP(Time)
LLDP
Auto Provision
Backup & Restore
Upgrade Firmware
& _| DHCP Server

~

v

—
Lol

Switch Setting

\Systern Mame

System Description \ndues.trial 18-port managed Ethernet swit.ch With 16}(1 DJ‘1DD.l.Elase-'

Systerm Location

System Contact
\Systemn OID
Firmw are \ersion
Kernel Version
Device MAC

|515TM1040-2620-LRT-B

1.36.1.4.1.668.2.120,0.0.25
v1.04

v2.51

00-CO-F2-56-00-51

The following table describes the labels in this screen.

Label

Description

System Name

Assign the name of switch. The maximum length is 64 bytes.

System Description

Display the description of switch.

System Location

bytes.

Assign the switch physical location. The maximum length is 64

System Contact

Enter the name of contact person or organization.

System OID

Display the switch’s OID (object identifier) information.

Firmware Version

Display the switch’s firmware version.

Kernel Version

Display the kernel software version.

Device MAC

(default).

Display the unique hardware address assigned by manufacturer

33617 Rev. A
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5.1.4.2 Admin Password

Change web management login username and password for the management security issue

Open all
System Info

Frant Panel

= Admin Password

rmation
Uzer Mame root

=l i Basic Seffing New Password  |eessese
Switch Setting
Admin Password

IP Setting
IPvE Setting

Confirm Password (sesssss

Py St

G OhITDTS

The following table describes the labels in this screen.

Label

Description

User Name

Key in the new username (the default is “root”).

New Password

Key in the new password (the default is “root”).

Confirm password

Re-type the new password.

Apply

Click “Apply” to activate the configurations.
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5.1.4.3 IP Setting

You can configure the IP Settings and DHCP client function through IP configuration.

IP Setting
DHCP Client : [pisable «

IP Address | 172.16.44.134
Subnet Mask | 255.255.255.0
Gateway 172.16.44.21
DM51 0.0.0.0

OHE2 0.0.0.0

IP Configuration interface

The following table describes the labels in this screen.

Label Description

To enable or disable the DHCP client function. When DHCP client
function is enabling, the switch will be assigned the IP address
from the network DHCP server. The default IP address will be
DHCP Client replaced by the IP address which the DHCP server has assigned.
After clicking “Apply” button, a popup dialog displays to inform
when the DHCP client is enabled. A new IP will be assigned by
the DHCP server.

Assign the IP address that the network is using. If DHCP client
function is enabled, you do not need to assign the IP address.
IP Address The network DHCP server will assign the IP address for the
switch and it will be displayed in this column. The default IP

address is 192.168.1.77.
Assign the subnet mask of the IP address. If DHCP client function

Subnet Mask is enabling, you do not need to assign the subnet mask

Assign the network gateway for the switch. The default gateway is

Gateway 192.168.1.254.

DNS1 Assign the primary DNS IP address.

DNS2 Assign the secondary DNS IP address.
Apply Click “Apply” to activate the configurations.
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5.1.4.4 IPv6 Setting

You can configure the IPv6 configuration via IPv6 Settings.

-~
Open all IPv6 Setting
Systern Infarmation
Front Panel Auto Configuration : [Enanle v
=l _4 Basic Setting address
i;vlt;h?eﬁmg d Link Local Address|FEB0:: 2C0:F2FF:FESA:D51
m|n_ asswinr Global Address None
IP Setting
IPvE Setting annl
=L SkITE gl

IPv6 Configuration interface

The following table describes the labels in this screen.

Label Description

Auto Configuration : | At the dropdown select Enable or Disable of auto config.

Add Grayed out if auto config is Enabled. Displays :: by default if auto
ress

config is Disabled; enter the IPv6 address here manually.
Link Local Address FE80::2C0:F2FF:FE56:D51

Global Address None

Apply Click “Apply” to activate the configurations.
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5.1.4.5

SNTP (Time)

The SNTP (Simple Network Time Protocol) settings let you synchronize switch clocks via the

Internet.

SNTP

SNTP Client : [Disable v

UTC Timezone
SNTP Server IP Address |« [ - |

Current System Time

Daylight Saving Time :

Daylight Saving Period

Davylight Saving Offset

inours)

SNTP Configuration interface

The following table describes the labels in this screen.

Label

Description

SNTP Client

Enable or disable SNTP function to get the time from the SNTP

server.

Daylight Saving Time

Enable or disable daylight saving time function. When daylight
saving time is enabled, you will need to configure the daylight

saving time period.

UTC Time zone

Set the switch location time zone. The following table lists the

different location time zones for your reference.

November Time Zone - 1 hour 11 am
Oscar Time Zone -2 hours 10 am
ADT - Atlantic Daylight -3 hours 9am
AST - Atlantic Standard

] -4 hours 8 am
EDT - Eastern Daylight
EST - Eastern Standard -5 hours 7 am
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CDT - Central Daylight
CST - Central Standard

) ) -6 hours 6 am
MDT - Mountain Daylight
MST - Mountain Standard
B ) -7 hours 5am
PDT - Pacific Daylight
PST - Pacific Standard
] -8 hours 4 am
ADT - Alaskan Daylight
ALA - Alaskan Standard -9 hours 3am
HAW - Hawaiian Standard -10 hours 2 am
Nome, Alaska -11 hours 1am

CET - Central European
FWT - French Winter
MET - Middle European +1 hour 1pm
MEWT - Middle European Winter
SWT - Swedish Winter

EET - Eastern European, USSR Zone 1 +2 hours 2pm
BT - Baghdad, USSR Zone 2 +3 hours 3 pm
ZP4 - USSR Zone 3 +4 hours 4 pm
ZP5 - USSR Zone 4 +5 hours 5pm
ZP6 - USSR Zone 5 +6 hours 6 pm
WAST - West Australian Standard +7 hours 7 pm
CCT - China Coast, USSR Zone 7 +8 hours 8 pm
JST - Japan Standard, USSR Zone 8 +9 hours 9 pm

EAST - East Australian Standard GST

+10 hours 10 pm
Guam Standard, USSR Zone 9

IDLE - International Date Line
NZST - New Zealand Standard +12 hours Midnight
NZT - New Zealand
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Label Description
SNTP Sever IP Address Set the SNTP server IP address.

Set up the Daylight Saving beginning time and Daylight
Daylight Saving Period ) o ) )
Saving ending time. Both will be different each year.

Daylight Saving Offset Set up the offset time.

Switch Timer Display the switch current time.

Apply Click “Apply” to activate the configurations.
5146 LLDP

LLDP (Link Layer Discovery Protocol) function allows the switch to provide its information to

other nodes on the network and store the information it discovers.

LLDP

LLDP Protocol: | Enable »
LLDP Interval: 20 Sec

LLDP configuration interface

The following table describes the labels in this screen.

Label Description
LLDP Protocol “Enable” or “Disable” LLDP function.
LLDP Interval The interval of sending LLDP information (the default is 30 seconds)
Apply Click “Apply” to activate the configurations.
Help Show help file.
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5.1.4.7

Auto Provision

Auto Provision allows you to update the switch firmware automatically. You can put the

firmware or configuration file on a TFTP server. When you reboot the switch, it will upgrade

automatically. Before updating, make sure you have your TFTP server ready and the firmware

image and configuration file on the TFTP server.

Auto Provision

[l auto Install Configuration file from TFTP server?
TFTP Server IP Address

Configuration File Name

[(lauto Install Firmware image file from TFTP server?
TFTP Server IP Address

Firmware File Name

Auto Provision interface

Label

Description

Auto Install
Configuration file from

TFTP server?

Check to “Enable” or uncheck to “Disable” the Auto Install

function.

TFTP Server IP Address

Enter the IP address of the TFTP server.

Configuration File Name

Enter the config filename with a .bin suffix.

Auto Install Firmware
image file from TFTP

server?

Check to “Enable” or uncheck to “Disable” the Auto Install

function.

TFTP Server IP Address

Enter the IP address of the TFTP server.

Firmware File Name

Enter the config filename with a .bin suffix.

Apply Click “Apply” to activate the configuration settings.
Help Show help file.
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5.1.4.8 Backup & Restore

You can save the current configuration from the switch to a TFTP server, or restore the
configuration from a TFTP server on this page.

Backup & Restore
Restore Configuration

From TFTP Server

TFTP Server IP Address | 182.163.1.66

Restore File Name data.bin

Backup Configuration

To TFTP Server

TFTP Server IP Address 182168168

Backup File Name data.bin

Backup & Restore interface
The following table describes the labels in this screen.

Label Description
TFTP Server IP Address | Fill in the TFTP server IP address.
Restore File Name Type in the file name (xxxxx.bin).
Restore Click the “Restore” button to restore the configurations.
Backup File Name Type in the file name (xxxxx.bin).
Backup Click “backup” to backup the configurations.
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5.1.4.9 Upgrade Firmware
Upgrade Firmware allows you to update the firmware of the switch. Before updating, make

sure you have your TFTP server ready and the firmware image is on the TFTP server.

Upgrade Firmware

TFTP Server IP 192 168.1.66

Firmware File Name |image.bin

Upgrade ] [Help ]

Update Firmware interface

Label Description
TFTP Server IP Enter the IP address of the TFTP server.
Firmware File Name Enter the firmware filename with a .bin suffix.
Upgrade Click the Upgrade button to update the switch firmware.

33617 Rev. A www.transition.com Page 27 of 125



Transition Networks SISTM1040-262D-LRT-B User Guide

5.1.5 DHCP Server
5.1.5.1 DHCP Server - Setting
The system provides a DHCP server function. If enabled the switch system will be a DHCP

server.

DHCP Server - Setting

DHCP Server : |Disable »

Start IP Address
End IP Address
Subnet Mask
Gateway

DMNE

Lease Time (Hour)

DHCP Server Configuration interface

The following table describes the labels in this screen.

Label Description

Enable or Disable the DHCP Server function. Enable — the
DHCP Server ) ]
switch will be the DHCP server on your local network

The dynamic IP assign range. Low IP address is the beginning
of the dynamic IP assigns range. For example: dynamic IP
assign range is from 192.168.1.100 to 192.168.1.200.
192.168.1.100 will be the Start IP address.

Start IP Address

The dynamic IP assign range. High IP address is the end of the
dynamic IP assigns range. For example: dynamic IP assign
range is from 192.168.1.100 to 192.168.1.200. 192.168.1.200
will be the End IP address

End IP Address

Subnet Mask The dynamic IP assign range subnet mask
Gateway The gateway in your network.
DNS Domain Name Server IP Address in your network.

It is the period of time before the system will reset the assigned
Lease Time (Hour) ) o
dynamic IP to ensure the IP address is in used.

Apply Click “Apply” to activate the configurations.
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5.1.5.2 DHCP Server - Client List
When the DHCP server function is activated, the system will collect the DHCP client

information and display it here.

DHCP Server - Client List

IP Address MAC Address Type Status Lease

DHCP Server Client Entries interface

5.1.5.3 DHCP Server — Port and IP bindings
You can assign the specific IP addresses that are in the assigned dynamic IP range to specific
ports. When a device is connecting to the port and asks for an IP address, the system wiill

assign the IP address that was assigned to the previous device connected to that port.

DHCP Server - Port and IP Binding

Port No. IP Address
Port.01 (0000

Port.02 |0.0.0.0
Port.03 |0.0.0.0
Port.04 |0.0.0.0
Port.05 |0.0.0.0
Port.06 |0.0.0.0
Port.07 |0.0.0.0
Port.08 |0.0.0.0
Port.09 |0.0.0.0
Port.10 |0.0.0.0
Port.11 |0.0.0.0
Port.12 |0.0.0.0
Port.13 |0.0.0.0
Port.14 |0.0.0.0
Port.15 |0.0.0.0
Port.16 |0.0.0.0

G1 0.0.0.0

G2 0.0.0.0

DHCP Server Port and IP Binding interface
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5.1.6 Port Setting

5.1.6.1 Port Control

This function lets you set the state, speed/duplex, flow control, and security of the ports.

Port Control

Port No.

Port.01
Port.02
Fort.03
Port.04
Port.05
FPort.06
Fort.07
Port.08
Port.09
Fort. 10
Port.11
Port.12
Fort.13
Port.14
Port.15
FPort. 16
G1
G2

State
Enahle

Enahble
Enable
Enable
Enable
Enahble
Enahble
Enable
Enahble
Enable
Enable
Enahble
Enable
Enable
Enahble
Enable
Enahble

Enable

w || AutoMegotiation |»
w || AutoMegotiation w
w || Autorlegotiation |«
» || AutoMegotiation »
w || AutoMegotiation »
w || Autohlegotiation |«
|| AutolMegotiation
w || AutoMegotiation |»
w || Autorlegotiation w
W || Autohlegotiation |«
w || AutoMegotiation |»
w || AutoMegotiation w
w || Autorlegotiation |«
w || AutoMegotiation |»
w || AutoMegotiation w
w || Autohlegotiation |«

|| AutoMegotiation | »

Speed/Duplex  Flow Control

w | | Autohegotiation || Sy

o | oo | |eo | oo | || ool o) oo lw||w|lo] o wl e

1

Auto Detect 100/1000 SFP | Enable

mmetric

ymmetric
ymmetric
yrmetric
ymimetric
ymmetric
ymimetric
ymmetric
ymmetric
ymmetric
ymimetric
ymmetric
ymmetric
ymmetric
ymmetric
ymmetric
ymimetric

ymmetric

W

W

Security

Disahble
Disable
Disable
Disable
Disable
Disable
Disable
Disakble
Disable
Disable
Disahble
Disable
Disable
Disable
Disable
Disable
Disable
Disable

b

»

W

Port Control interface

The following table describes the labels in this screen.

Label Description
Port No. Port number for setting.
State Dropdown to select Enable or Disable.
Speed/Duplex | You can set AutoNegotiation, 100 full, 100 half, 10 full or 10 half.

Flow Control

congestion occurres.

Select Symmetric or Asymmetric mode to avoid packet loss when

Enable or Disable port security function. When enabled, the port will

Security ) )
STOP learning MAC address dynamically.
Apply Click “Apply” to activate the configurations.
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5.1.6.2

Port Status

The following information provides the current port status information:

Port Status

Port No.

Port.01
FPaort.02
Port.03
Fort.04
Port.05
FPort.06
Port.07
Fort.08
Paort.09
Port.10
Fort.11
Port.12
Port.13
Port.14
Port.15
Port.16
G1
G2

Type
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX
100TX

Link State Speed/Duplex Flow Control

up

Enable 100 Full

Disable

Down Enable MN/A
Down Enable N/A
Down Enable N/A
Down Enable N/A
Down Enable N/A
Down Enable N/A
Down Enable N/A
Down Enable NJA
Down Enable N/A
Down Enable MN/A
Down Enable N/A
Down Enable MN/A
Down Enable N/A
Down Enable N/A
Down Enable N/A

1GTX/SFP Down Enable N/A
1GTH/SFP Down Enable N/&

MN/&
N/A
MN/A
N/A
MN/A
N/A
MN/A
MN/&
N/A
MN/&
N/A
N/
N/A
MN/A
N/A
MN/A
MN/&

Port Status interface
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Rate Limit

This function lets you limit traffic of all ports, including broadcast, multicast, and flooded

Unicast. You can also set “Ingress” or “Egress” to limit received or transmitted traffic rates.

Rate Limit

Port No. Ingress Limit Frame Type Ingress Egress

Port.01 | 41l v|[o kbps |0 kbps
Port.02 | All w0 kbps |0 kbps
Part.03 | Al ~|[0 kbps |0 kbps
Port.04 | A1l v|[o kbps |0 kbps
Port.05 | All w0 kbps |0 kbps
Port.06 | &Il ~||0 kbps |0 lbps
Port.07 | Al ~|l0 kbps |0 kbps
Port.08 | All w0 kbps |0 kbps
Port.09 | &Il ~||0 kbps |0 lbps
Part.10 | Al ~|l0 kbps |0 kbps
Port.11 | All ([0 kbps |0 kbps
Part.12 | All v||o kbps |0 kbps
Port.13 | Al ~|l0 kbps |0 kbps
Port.14 | All ([0 kbps |0 kbps
Part.15 | All v||o kbps |0 kbps
Port.16 | All w0 kbps |0 kbps
G1 All ~ (0 kbps |0 kbps
G2 All |0 kbps |0 kbps
Rate range is from 100 kbps to 102400 kbps (i.e. 100Mbps) for mega-ports,
or 256000 kbps (i.e. 250Mbps) for giga-ports. Zero means no limit.

Rate Limit interface

The following table describes the labels in this screen.

Label

Description

Ingress Limit Frame

You can select “All”, “Broadcast only”, "Broadcast/Multicast”

Type or "Broadcast/Multicast/Flooded Unicast” mode.
Ingress The switch port traffic receive rate in kbps.
Egress The switch port traffic transmit rate in kbps.
Apply Click “Apply” to activate the configuration settings.

The valid Rate Limit range is from 100 kbps to 102400 kbps (i.e. 100Mbps) mega-ports, or

256000 kbps ((i.e. 250Mbps) for giga-ports. Zero means no limit.
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5.1.6.3 Port Trunk

Port Trunk — Setting

You can select static trunk or 802.3ad LACP to combine several physical links with a logical

link to increase the bandwidth.

Port Trunk - Setting

Port MNo.

Port.01
Port.02
Port.03
Paort.04
Port.05
Port.06
Part.07
Port.08
Port.09
Port.10
Port.11
Port.12
Port.13
Paort.14
Port.15
Port.16
G1
G2

Maote: the types should be the same for all member ports in a group

802.3ad LACP Work Ports

Group ID Work Ports

Trunkl
Trunk2
Trunk3
Trunk4
Trunks
Trunks
Trunk?
Trunks
Trunkg

Group ID

Maone
Maone
Maone
Mone
Maone
Maone
Mone
Maone
Maone
Maone
Maone
Maone
Maone
Mone
Maone
Maone
Maone

Maone

max
max
max
max
max
max
max
max

max

b

b

b

b

b

w

w

w

Type

Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static
Static

Static

v

v

v

v

v

v

v

v

The following table describes the labels in this screen.

Port Trunk - Setting interface

Label

Description

Group ID

Select port(s) to join a trunk group (e.g., Trunk1).

Type

Select Static trunk or 802.3ad LACP. Note that Type selection

should be the same for all member ports in a group.

Work Ports(For802

.3ad

Enter a work port number. The default is 0.
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LACP only)

Apply Click “Apply” to activate the configuration settings.

Port Trunk — Status

You can check the configuration of port trunk.

Port Trunk - Status
Group ID Trunk Member Type
Trunk 1 M/A Static
Trunk 2 M/A Static
Trunk 3 MN/A Static
Trunk 4 M/A Static
Trunk 5 M/A Static
Trunk & M/A Static
Trunk 7 MN/A Static
Trunk 8 M/A Static
Trunk @ MN/A Static

Port Trunk - Status interface

The following table describes the labels in this screen.

Label Description
Group ID Select port to join a trunk group.
Trunk Member Whether a member of the trunk group.
Type Support Static trunk and 802.3ad LACP.
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5.1.7 Redundancy

5.1.7.1 Redundant Ring

This feature provides one of the most powerful Redundant Ring technologies in the world.
The recovery time is less than 10 ms over 250 units of connections. It can reduce unexpected
malfunctions caused by network topology changes. O-Ring technology supports three Ring

topologies for network redundancy: O-Ring, Coupling Ring, and Dual Homing.

Ll
Open all Redundant Rlng
System Information
Frant Panel . . .
| Basic Setting [JRrRedundant Ring Coupling Ring Dual Homing
_1 DHCF Server ) )
_| Port Setting = "E‘IL'.‘:\
= _4 Redundancy 1 E
Redundant Ring E e
Iultiple Ring =
_1 RSTP H’* ------
_1 usTP [ ] ﬂlﬂl
G.B032(ERPS) L
1 VLAN Ring Master Coupling Port Homing Port
] ST 1st Ring Port
__| Traffic Pricritization _
_ Multicast 2nd Ring Port
| Security
_| Warning -: v
Apply | [Help
__1 Monitor and Diag w -
O-Ring interface
The following table describes the labels in this screen.
Label Description

O-Ring Tick the checkbox to enable O-Ring.

There should be one and only one Ring Master in aring. However, if

there are two or more switches set as the Ring Master, the switch with

Ring Master ) . )
the lowest MAC address will be the actual Ring Master and others will
be Backup Ring Masters.

1st Ring Port The primary port, when this switch is configured in O-Ring.

2nd Ring Port The backup port, when this switch is configured in O-Ring.

Tick the checkbox to enable Coupling Ring. Coupling Ring can be used
to divide a big ring into two smaller Rings to avoid effecting all switches
Coupling Ring ) o )
when network topology changes. It is a good application for connecting

two Rings.

Set a port as coupling port to link to the Coupling Port of the switch in

another ring. Coupling Ring needs four switches to construct an active
Coupling Port ) ) )
and a backup link. The coupled four ports of four switches will be

operated at active/backup mode.

Set a port as Control Port to link to the Control Port of the switch in the
Control Port

same ring. Control Port used to transmit control signals.
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Tick the checkbox to enable Dual Homing mode. By selecting Dual
Homing mode, the Ring will be connected to normal switches through
Dual Homing two RSTP links (i.e., backbone Switch). The two links act as
active/backup mode, and connect each Ring to the normal switches in
RSTP mode.

Apply Click the “Apply” button to activate the configuration.

Note: It is not recommended to set one switch as a Ring Master and as Coupling Ring at the

same time due to heavy load of system.
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5.1.7.2 Redundant Ring
Redundant Ring technology can be applied for other vendor’s proprietary ring. Thus, you can
add SISTM switches into the network constructed by other ring technology and enable

Redundant Ring to inter-operate with other vendor’'s managed switches.

Redundant Ring

[v| Redundant Ring [ Coupling Ring [ oual Homing
Ring Master Disable + | Coupling Paort FPort.03 s Homing Port | Part05 »
1st Ring Port |Fort01 s
2nd Ring Port |Port02 «
Redundant Ring
Ring Master |EETIY v/
1st Ring Port | Port.01 |
2nd Ring Port |Port02 v |
Redundant Ring interface
Label Description
Ring Master Select Enable to select the the Redundant Ring function.
1st Ring Port Choose the port which connects to the ring.
2nd Ring Port Choose the port which connects to the ring.

Messages: This switch is Master switch.
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A Redundant Ring connection application example is shown below.

Other Vendor
Switch

SISTM1040-262E-LRT-B
Switch

Open-Ring

’.' SISTM1040-262E-LRT-B
= Switch

Other Vendor

. | Switch
e SISTM1040-262E-LRT-B
-

Switch

Open-Ring connection
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Multiple Ring

Open all
System Information
Front Fanel

_ | Basic Setting

_| DHCP Server

Multiple Ring

Enable
Uplink Port Edge Port State

_1 Port Setting 1st |Port.01 « ] Farwarding
= 1 Redundancy 2nd | Port.02 w ] Linkdaown
Redundant Ring
Multiple Ring - _
_1 RSTP
Multiple Ring interface
Label Description
Enable Check to Enable the Open-Ring function.
1st Choose the first Uplink port.
2nd Choose the second Uplink port.
Uplink Port At the dropdown, select the port number(s).
Edge Port Check the checkbox if the port is to be an Edge Port.
State e.g., Forwarding, Linkdown.
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5.1.7.3 RSTP
The Rapid Spanning Tree Protocol (RSTP) is an evolution of the Spanning Tree Protocol (STP).

It provides faster convergence of spanning tree after a topology change. The system also

supports STP and the system will detect if the connected device is running STP or RSTP

protocol automatically.

RSTP Setting
You can enable/disable RSTP function, and set parameters for each port.
~
Open all RSTP Setting
System Information
Front Panel RSTP M .
= Aode: |Enable |+
__| Basic Setting :
# _| DHCP Server = -
= ridge Settin
__| Port Setting g 9
=4 Redundancy Priority (0-61440) 32768
Redundant Ring Max Age Time(6-40) 20
Multiple Ring
By RSTP Hello Time (1-10) 2
RSTP Setting Forward Delay Time (4-30) |15
RSTP Information
B _| MSTP .
G.8032(ERPS) Port Setting _
& 1 VLAN PortNo. Enable P Costilouto, friciy P2 Edge
_| SNMP
Trafic Prionitizalion Port.01 enable w 0 128 auto v ||true v
Hulticast Port.02 |enable ~ |0 128 auto v |[tue v
Security
® _ 1 Waming Port.03 enable w 0 128 auto v ||true v
¥ _1 Monitor and Diag Port.04 enable v |0 128 auto v |[true »
Save Configuration
Factory Default Port.05 | enable v 0 128 auto v ||true v
System Reboot Port.06 enable v |0 128 auto v |iue v
Port.07 | enable v 0 128 auto v ||true v
Port.08 enable w 0 128 auto v ||true v
Port.09 | enable v 0 128 auto v ||true v
Port.10 | enable w 0 128 auto v ||true v
Port.11 | enable v 0 128 auto v ||true v
Port.12 enable w 0 128 auto v ||true v
Port.13 | enable 0 128 auto v ||true v
Port.14 | enable v 0 128 auto v ||true v
Port.15 enable w 0 128 auto v ||true v
Port.16 | enable v 0 128 auto v ||true v
G1 enable v 0 128 auto v ||true v
G2 enable v 0 128 auto v ||true v
Apply | | Help
2

RSTP Setting interface

The following table describes the RSTP Setting screen labels.

Label Description
You must enable the RSTP function before configuring the related
RSTP Mode
parameters.
A value used to identify the root bridge. The bridge with the lowest value
has the highest priority and is selected as the root. If the value changes,
Priority (0-61440) ] ) o i
you must restart the switch. The Bridge Priority value must be a multiple
of 4096 according to the protocol rules.
Max Age Time The number of seconds (6-40) for a bridge to wait without receiving
(6-40) Spanning-tree Protocol configuration messages before reconfiguration.
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Hello Time (1-10)

The time interval when a switch sends out the BPDU (Bridge Protocol

Data Unit) packet to check RSTP current status. Enter a value of 1 - 10.

Forwarding Delay
Time (4-30)

The number of seconds a port waits before changing from its

learning/listening state to forwarding state. Enter a value of 4 - 30.

Path Cost
(1-200000000)

The cost of the path to the other bridge from this transmitting bridge at
the specified port. Enter a number 1 - 200000000.

Priority (0-240)

Decide which port should be blocked by setting the priority in LAN.

Enter a number 0 - 240. The Port Priority value must be a multiple of 16.

Admin P2P

Some of the rapid state transactions that are possible within RSTP
depend on whether the port can only be connected to exactly one other
bridge (i.e., it is served by a point-to-point LAN segment), or it can be
connected to two or more bridges (i.e., it is served by a shared medium
LAN segment). This function allows the P2P status of the link to be
manipulated administratively. True means P2P enabled. False means
P2P disabled.

Admin Edge

The port directly connected to end stations that cannot create a bridging
loop in the network. To configure the port as an edge port, set the port to

“True”.

Admin Non STP

The port includes the STP mathematic calculation. True: STP algorithm

is included, False: STP algorithm is not included.

Apply

Click “Apply” to activate the configurations.

NOTE: Follow the rule to configure the MAX Age, Hello Time, and Forward Delay Time:

2 x (Forward Delay Time value —1) 2 Max Age value 2 2 x (Hello Time value +1)

Messages
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RSTP Information
This table shows the RSTP algorithm results.

RSTP Information

Root Bridge Information

Bridge ID

Root Priority
Foot Port

Root Path Caost
Max Age Time
Hello Time

1000-00C0OF2560D051

4095
N/A

0]

20

2

Forward Delay Time 15

Port Information

Paort Path Cost Port Priority OperP2P OperEdge STP Meighbor State
Forwarding Designated

Port.01 1
Fort.02 10
Paort.03 100
Port.04 2000000
FPaort.05 2000000
Port.06 2000000
FPart.07 2000000
Part.08 2000000
Port.09 2000000
Fart.10 2000000
Port.11 2000000
FPart.12 2000000
Part.13 2000000
Port.14 2000000
Part.15 2000000
Port.16 2000000
G1 2000000
G2 2000000

16

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

True
False
False
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

False
True
False
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Role

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

RSTP Information interface

See the previous section for the RSTP Information screen label descriptions.
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51.74 MSTP

Multiple Spanning Tree Protocol (MSTP) is a standard protocol based on IEEE 802.1s.

MSTP maps several VLANSs to a reduced number of spanning tree instances since most

networks do not need more than a few logical topologies. It supports a load balancing scheme

and is less CPU intensive than PVST (Cisco proprietary technology).
MSTP > Bridge Setting

Open all
System Information
Front Panel
__| Basic Setting
_| DHCP Server
_| Port Setting
[ 4 Redundancy
Fedundant Ring
Multiple Ring
_1 RSTP
B _{ MSTP

Bridge Port

Instance Port
G.8032(ERPS)
1 VLAN
| SHMP
__| Traffic Prioritization
| Kulticast
_| Security

Bridge Setting

Instance Setting

MSTP Setting

MSTP Enable Disable
Force Version

Configuration Name

Revision Level (0-65535)

Priority (0-61440)

Max Age Time (6-40)

Hello Time (1-10)

Forward Delay Time (4-30)

Max Hops (1-40)

Priority must be a multiple of 4096,

2*{Forward Delay Time-1) should be greater than or equal to the Max Age.
The Max Age should be greater than or equal to 2*(Hello Time + 1).

MSTP Setting interface

The following table describes the labels in this screen.

Label

Description

MSTP Enable

You must enable or disable MSTP function before configuring the

related parameters.

Force Version

The Force Version parameter can be used to force a VLAN Bridge

that supports RSTP to operate in an STP-compatible manner.

Configuration Name

The same MST Region must have the same MST configuration

name.

Revision Level
(0-65535)

The same MST Region must have the same revision level.

Priority (0-61440)

A value used to identify the root bridge. The bridge with the lowest
value has the highest priority and is selected as the root. If the

value changes, You must reboot the switch. The value must be a

multiple of 4096 per the protocol standard rule.
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Max Age Time(6-40)

The number of seconds a bridge waits without receiving
Spanning-tree Protocol configuration messages before attempting

a reconfiguration. Enter a value of 6 - 40.

Hello Time (1-10)

The setting follows the rule below to configure the MAX Age, Hello
Time, and Forward Delay Time before a controlled switch sends
out the BPDU packet to check RSTP current status. Enter a value
of 1 -10.

2 x (Forward Delay Time value —1) 2 Max Age value 2 2 x (Hello Time value

+1)

Forwarding Delay
Time (4-30)

The number of seconds a port waits before changing from its
Rapid Spanning-Tree Protocol learning and listening states to the

forwarding state. Enter a value of 4 - 30.

Max Hops (1-40)

This parameter is additional to those specified for RSTP. A single
value applies to all Spanning Trees within an MST Region (the
CIST and all MSTIs) for which the Bridge is the Regional Root.

Apply

Click “Apply” to activate the configurations.

After the settings are applied, the CIST Root Bridge Information displays:

CIST Root Bridge Information

MAC Address 00COF2560D51
Priority 32768
Configuration Name MSTP_SWITCH
Force Version STP
Revision Level 0
Max Age Time 20
Hello Time 2
Forward Delay Time 15
Max Hops 20
Root Port N/A
Root Path Cost 0
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MSTP > Bridge Port

MSTP Port
. Path Cost . . .
Priority Admin Admin Admin
Port No. ~ (1-200000000,
{D-240) 0:Auto) pP2p Edge Non Stp
Fort.01
Port.02
Part03 128 0 auto true false w
Fart.04
Port.05 %
priority must be a multiple of 16
Port Information
. . Path Cost P2P Edge Admin
Port P
0 riority Admin Oper Admin ©Oper Admin Oper Non Stp
MSTP Port interface
Label Description

Port No.

Select the port that you want to configure.

Priority (0-240)

Decide which port should be blocked by priority in LAN. Enter a

number 0 - 240. The value of priority must be a multiple of 16.

Path Cost . . » .
The cost of the path to the other bridge from this transmitting bridge at
(1-200000000, -
the specified port. Enter a number 1 - 200000000 or 0 for Auto.
0:Auto)
Some of the rapid state transactions that are possible within RSTP
depend on whether a port can only be connected to exactly one other
bridge (i.e., it is served by a point-to-point LAN segment), or it can be
Admin P2P connected to two or more bridges (i.e., it is served by a shared
medium LAN segment). This function allows the P2P status of the link
to be manipulated administratively. auto means automatically
selected. true means P2P enabled. false means P2P disabled.
Admin Edge Controls whether the operEdge flag should start as set or cleared.

Admin Non STP

The port is not STP-capable.

Apply

Click the “Apply” button to activate the configuration settings.
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After the settings are applied, the CIST Root Bridge Information displays:
Port Information

.. Path Cost P2P Edge Admin

Port Priority Admin Oper Admin Oper Admin Oper Non Stp
Port.01 128 Auto 200000 Alto True True True False
Paort.0z 128 Auto 2000000 Auto  False  True True False
Paort.03 128 Auto 2000000 Auto  False  True True False
Part.04 128 Auto 2000000 Auto  False  True True False
Paort.05 128 Auto 2000000 Auto  False  True True False
Paort.0& 128 Auto 2000000 Auto  False  True True False
Paort.07 128 Auto 2000000 Auto  False  True True False
Paort.08 128 Auto 2000000 Auto  False  True True False
Part.09 128 Auto 2000000 Auto  False  True True False
Part.10 128 Auto 2000000 Auto  False  True True False

Port.11 128 Auto 2000000  Auto  False  True  True False
Port.12 128 Auto 2000000  Auto  False  True  True False
Port.13 128 Auto 2000000  Auto  False  True  True False
Port.14 128 Auto 2000000  Auto  False  True  True False
Port.15 128 Auto 2000000  Auto  False  True  True False
Port.16 128 Auto 2000000  Auto  False  True  True False

Gl 128 Auto 2000000  Auto  False  True  True False

G2 128 Auto 2000000  Auto  False  True  True False
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MSTP Instance Config

MSTP Instance

Instance State VLANs

1 = Enable |w 1-4094
Priority must be a multiple of 4096,

Instance Information

Priority
(0-61440)

32768

Instance VLANs Priority Regional Root Bridge ID Path Cost Root Port

MSTP Instance interface

Label Description

Instance Set the instance from 1 to 15.

State Enable or disable the instance.

VLANSs Set which VLAN will belong to which instance.
A value used to identify the root bridge. The bridge with the lowest

Priority value has the highest priority and is selected as the root. If the

(0-61440) value changes, You must reboot the switch. The value must be a
multiple of 4096 according to the protocol standard rule.

Apply Click “Apply” to activate the configuration settings.

If a VLAN exists and the MSTP Instance config is applied, the Instance Information dislays:

1 |w

1

MSTP Instance

Instance

Priority
B (0-61440)

Enable |« 1-4094 32768
Priority must be a multiple of 4096,

Instance Information

Instance VLANs Priority Regional Root Bridge ID Path Cost Root Port

32769 800100C0F2560D51 0 N/
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MSTP Instance Port Config
MSTP Instance Port

Instance:|CIST »

Port Priority Path Cost
(0-240) (1-200000000, 0:Auto)
Fort.01 A
Fort.02
Paort.03 128 0
Fort.04
Part.05 »

Priority must be a multiple of 16

Instance Port Information

Path Cost
Port No. Priori Stat Rol
(4] 0 riority Admin Oper ate ole

MSTP Instance Port interface

Label Description
Instance Set the instance’s information except CIST.
Port Select the port that you want to configure.
Priority Select the port to be blocked by priority in LAN. Enter 0 - 240.
(0-240) The value of priority must be a multiple of 16.
Path Cost The cost of the path to the other bridge from this transmitting
(1-200000000, 0:Auto bridge at the specified port. Enter a number 1 - 200000000 or 0
for Auto.
Apply Click the “Apply” button to set the configurations.

Messages: Apply fail - Another redundancy protocol is running. Only one could be run at

the same time
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After the settings are applied, the Instance Port Information displays:

Instance Port Information
. . Path Cost

Port No. Priority Admin Oper State Role
Port.01 128 Auto 200000 Forwarding DesignatedPort
Port.02 128 Auto 2000000 Disabled DisabledPort
Port.03 128 Auto 2000000 Disabled DisabledPort
Port.04 128 Auto 2000000 Disabled DisabledPort
Port.05 128 Auto 2000000 Disabled DisabledPort
Port.0& 128 Auto 2000000 Disabled DisabledPort
Port.07 128 Auto 2000000 Disabled DisabledPort
Port.0a 128 Auto 2000000 Disabled DisabledPort
Port.09 128 Auto 2000000 Disabled DisabledPort
Port.10 128 Auto 2000000 Disabled DisabledPort
Port.11 128 Auto 2000000 Disabled DisabledPort
Port.12 128 Auto 2000000 Disabled DisabledPort
Port.13 128 Auto 2000000 Disabled DisabledPort
Port.14 128 Auto 2000000 Disabled DisabledPort
Port.15 128 Auto 2000000 Disabled DisabledPort
Port.16 128 Auto 2000000 Disabled DisabledPort

Gl 128 Auto 2000000 Disabled DisabledPort

G2 128 Auto 2000000 Disabled DisabledPort
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51.7.5 G.8032 (ERPS)

Recommendation ITU-T G.8032/Y.1344 defines the automatic protection switching (APS)
protocol and protection switching mechanisms for ETH layer Ethernet ring topologies. Included
are details pertaining to Ethernet ring protection characteristics, architectures, and the ring
APS (R-APS) protocol. This Recommendation defines the automatic protection switching
(APS) protocol and protection switching mechanisms for ETH layer Ethernet ring topologies.
The protection protocol defined in the Recommendation enables protected point-to-point,
point-to-multipoint and multipoint-tomultipoint connectivity within a ring or interconnected rings.
For the ITU Recommendation ITU-T G.8032/Y.1344 that desribes Ethernet ring protection
switching see http://www.itu.int/rec/T-REC-G.8032/en.

Cpen all 68032 (ERPS}

Systermn Informaticn
Front Panel

_1 Basic Setting (Enable

_| DHCF Server 1st Ring Port | Port01 « | Forwarding

| Port Setting 2nd Ring Port | Port.02 »| Linkdown

El _4 Redundancy
Redundant Ring RPL Port Qwner [ 1stRing Port | »
Multiple Ring R-APS WVLAN |32

L1 R3TP

® _1 MSTP —
G.8032(ERPS)

G.8032 (ERPS) interface

Label Description
Enable
1st Ring Port Select a Port at the dropdown (Portx, G1, or G2) and view the status

(e.g., Forwarding, Linkdown).

2nd Ring Port Select a Port at the dropdown (Portx, G1, or G2) and view the status

(e.g., Forwarding, Linkdown).

RPL Port At the dropdown select None, Owner, or Neighbor for the RPL (Ring
Protection Link).

R-APS VLAN Enter the related VLAN ID (VID) for the R-APS (Ring APS) port.

Apply Click the “Apply” button to set the configurations.

(G.8032 uses standard 802.1 MAC, OAM frames and 802.1Q tagging. Using standard
components reduces the cost and complexity of the solution, and makes interoperability with
other existing Ethernet solutions easier. Since G.8032 was specifi cally developed for use in a
ring architecture, a procedure to prevent loops is very-straightforward; only one port on the ring

needs to be blocked. This is why Spanning Tree Protocol is not required.
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5.1.8 VLAN

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain, which
allows you to isolate network traffic. Only the members of the same VLAN will receive the
traffic from the other members. Basically, to create a VLAN from a switch is logically equivalent
to separating a group of network devices. However, all the network devices are still plugged
into the same switch physically. This switch supports port-based and 802.1Q (tagged-based)
VLAN. The default configuration of VLAN operation mode is at “802.1Q".

5.1.8.1 VLAN Setting

Tagged-based VLAN is an IEEE 802.1Q specification standard, and it is possible to create a
VLAN across devices from different switch venders. IEEE 802.1Q VLAN uses a technique to
insert a “tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID) that indicates the
VLAN numbers.

You can create Tag-based VLAN, and enable or disable GVRP protocol. There are 256 VLAN
groups available. Enable 802.1Q VLAN, all ports on the switch belong to default VLAN (VID 1).
The default VLAN cannot be deleted.

GVRP allows automatic VLAN configuration between the switch and nodes. If the switch is
connected to a device with GVRP enabled, you can send a GVRP request by using the VID of
a VLAN defined on the switch; the switch will automatically add that device to the existing
VLAN.

Open all VLAN Setting
System Information
Front Panel i 1 . 2 2
BIC) Hasicteting VLAN Operation Mode :[g021a R
[ _] DHCP Server GVRP Mode : |Disable v
# _| Port Setting Management VLAN ID :|o Apply
_I Redundancy
S/ ] VLAN Configuration

VLAN Setting
VLAN Table
) SNuMP
L1 Traffc Prioritization BQILD1) | Access
& Wulticast Port.02 |Access
Security
Warning

Port No. Link Type  Untagged VID Tagged VIDs
1

Port.03 |Access

1 Wonitor and Diag Port.04 |Access
Save Configuration
Factory Default Part.05 | Access
System Reboot Port.06 | Access

POrt.07 | Access
Port.08 | Access
Port.09 |Access
Port.10 | Access
Part.11 | Access
POrt.12 | Access
Port.13 | Access
Port.14 | Access
Part.15 | Access
POMt.16 | Access

G1 Access

N T S N N S T T N

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

G2 Access

Mote: Use the comma te separate the multiple tagged VIDs
E.g. 24 6 means joining the Tagged VLAN 2. 3. 4 and 6

-

VLAN Configuration — 802.1Q interface
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The following table describes the 802.1Q VLAN labels on this screen. Note that the ports

with the same VID means in the same VLAN group.

Label Description
VLAN Operation i )
Configure VLAN Operation Mode: Disable, Port Based, or 802.1Q.
Mode
GVRP Mode Enable or Disable the GVRP function globally.
Management VLAN provides network administrators a secured VLAN
Management ) ) )
VLAN ID for switch management. Only the devices in the Management VLAN
can access the switch. Zero (0) means this function is disabled.
The available Link Types are:
Access: single switch only; allows you to group ports by setting the
same VID. The Access link only supports an untagged VID.
1QTrunk: extended application of Access Link, allows you to group
Link Type ports by setting the same VID with 2 or more switches. The 1Q Trunk
link only supports multiple tagged VIDs.
Hybrid: Both Access Link and Trunk Link are available. The Hybrid
link supports an untagged VID and multiple tagged VIDs.
Set the port default VLAN ID for untagged devices that connect to the
Untagged VID )
port. The range is 1 - 4094.
Set the tagged VIDs to carry different VLAN frames to the other switch.
Tagged VIDs support 1~4094 and multiple VIDs. Use the comma to
Tagged VIDs ) o
separate the multiple tagged VIDs (e.g., 2,3,4 means joining the
Tagged VLAN 2,3 and 4).
Apply Click the “Apply” button to activate the configurations.
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5.1.8.2 VLAN Setting — Port Based

Packets can go among only members of the same VLAN group. Note all unselected ports are
treated as belonging to another single VLAN. If the port-based VLAN is enabled, the
VLAN-tagging is ignored.

VLAN Setting

VLAN Operation Mode :|PortBased v
Port Based VLAN List

VLAN Configuration — Port Based interface-1

The following table describes the labels in this screen.

Label Description
Add Click “Add” to enter a VLAN add interface. See below.
Edit Edit exist VLAN.
Delete Delete exist VLAN.
Help Show help file.
Port-based VLAN

Traffic is forwarded to the member ports of the same VLAN Group. To create a VLAN and add
member ports to it:
1. Click the Add button.
2. Type a name for the new VLAN.
3. Type a VID (1-4094).
4. From the Available ports box, select ports to add to the switch and click the Add button.
5. Click the Apply button.
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Click the Add button to continue configuration.

VLAN Setting

VLAN Operation Mode : |PortBased v

Group Mame
VLAN ID 1

For.01

Part.02

Port.03

Paort.04

Port.0s Add
Part.06 -
Port.07

Port08
Port.0g

Part.10

Port. 11

Part12 &

VLAN Configuration — Port Base interface-2

The following table describes the labels in this screen.

Label Description
VLAN Operation Mode The VLAN Operation Mode: Disable, Port Based, or 802.1Q.
Group Name VLAN group name.
VLAN ID Specify the VLAN ID (VID).
Add Select the port(s) to join the VLAN group.
Remove Remove ports from the VLAN group.
Apply Click “Apply” to activate the configurations.
Help Show the online help file.

Messages: Please Select VLAN Port.
Apply fail - The VLAN name or VLAN ID has exist
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5.1.9 SNMP

Simple Network Management Protocol (SNMP) is the protocol developed to manage nodes

(servers, workstations, routers, switches and hubs etc.) on an IP network. SNMP enables

network administrators to manage network performance, find and solve network problems, and

plan for network growth. Network management systems learn of problems by receiving traps

or change notices from network devices implementing SNMP.

5.1.9.1 SNMP - Agent Setting
You can set the SNMP agent related information with the Agent Setting Function.

Cpen all

Front Panel
__| Basic Setting
_1 DHCP Semver
__| Port Setting
1 Redundancy
1 VLAN
B 4 SNWP
Agent Setting
Trap Setting

| Multicast
1 Security
_1 Warning
1 Monitor and Diag

Factary Default
System Reboot

SNMP - Agent Setting

System Infarmation

__| Traffic Prigritization

Save Configuration

SNMP Agent Version: | SNMPV1/ZC v

SNMP V1/V2c Community

Community String Privilege

public Read Only v

private Read and Write w
Read Only “
Read Only v

SNMPv3 Engine ID: e40200000200c0f2560d51
SNMPv3 User

User Name

Auth Password

Privacy Password

Current SNMPv3 User Profile

User Name Auth. Password Priv. Password

SNMP Agent Setting interface

The following table describes the labels in this screen.

Label

Description

SNMP Agent Version

Three SNMP versions are supported (SNMP v1, SNMP V1/V2c,
and SNMP V3). The SNMP V1/ V2c agent uses a community
string match for authentication, which means SNMP servers
access objects with read-only or read/write permissions with the
community default string public/private. SNMP V3 requires an

authentication level of MD5 or DES to encrypt data to enhance

data security.
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SNMP Community should be set for SNMP V1/V2c. Four sets of
SNMP V1/V2c "Community String/Privilege" are supported. Each Community
Community String String can have up to 32 characters. Keep empty to remove this
Community string.

SNMP V1/V2c Select Read Only or Read and Write privilege level for each
Community Privilege | Community String.

If SNMP V3 agent is selected, the SNMPV3 you profiled should be

set for authentication. The User Name is required. The Auth
Password is encrypted by MD5 and the Privacy Password which
is encrypted by DES. You can have up to 8 sets of SNMPv3
Users and up to 16 characters in the Username, and Password.

When the SNMP V3 agent is selected, you can:

SNMPv3User 1. Input SNMPVv3 User Name only.
2. Input SNMPv3 User Name and Auth Password.
3. Input SNMPv3 User Name, Auth Password, and Privacy
Password, which can be different from Auth Password.
To remove a current user profile:
1. Input the SNMPv3 user name you want to remove.

2. Click "Remove" button

Current SNMPv3
Show all SNMPv3 user profiles.
User Profile
Apply Click “Apply” to activate the configurations.
Help Show the online help file.

Current SNMPv3 User Profile Example:

Current SNMPv3 User Profile

User Name Auth. Password Priv. Passwaord
jeffs Enabled Enabled
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5.1.9.2 SNMP - Trap Setting

A trap manager is a management station that receives traps, the system alerts generated by
the switch. If no trap manager is defined, no traps will issued. Create a trap manager by
entering the IP address of the station and a community string. Selects the SNMP version and
click the Add button.

SNMP - Trap Setting

Trap Server Setting

Server [P
Community

Trap Version ®v1 O wac

Trap Server Profile
Server I[P Community Trap Version

SNMP Trap Setting interface

The following table describes the labels in this screen.

Label Description
Server IP The server IP address to receive Traps.
Community Community for authentication.
Trap Version Trap Version supports V1 and V2c.
Add Click to add a Trap Server Profile.
Remove Click to remove an existing Trap Server Profile.
Help Show the online help file.

Current SNMPv3 User Profile Example:

Trap Server Profile
Server I[P Community Trap Version
192.168.1.30 vacTraps V2

Remove ] [Help]
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5.1.10 Traffic Prioritization
Traffic Prioritization includes three modes: Port-based, 802.1p/COS, and TOS/DSCP. You can

use the traffic prioritization function to classify the traffic into four classes for different network

applications. The SISTM1040-262D-LRT-B supports four priority queues.

Qpen all

Front Panel
_| Basic Setting
_| DHCP Server
_| Port Setting
_| Redundancy
_1 VLAN
_| SMNMP

Falicy

System Information

= 4 Traffic Prioritization

Policy

QoS Mode : |Disable  |v

QoS Policy :

O Use an 8,42 1 weighted fair queuing scheme
() Use a strict priority scheme

FPaort-based Priarity
COSB021p

E TooinosD

Polocy Setting interface

Label Description
o Port-base: the output priority is determined by ingress port.

QoS Mode e COS only: the output priority is determined by COS only.

e TOS only: the output priority is determined by TOS only.
Port-hased e COS first: the output priority is determined by COS and TOS, but
st COsS first.

COSfirst e TOS first: the output priority is determined by COS and TOS, but
Tosfrst TOS first.

Save changes by clicking Save at the Save Configuration menu option.

e Use an 8,4,2,1 weight fair queuing scheme: the output queues will
follow 8:4:2:1 ratio to transmit packets from the highest to lowest
gueue. For example: 8 high queue packets, 4 middle queue packets,
2 low queue packets, and the one lowest queue packets are

QoS policy transmitted in one turn.

e Use a strict priority scheme: always transmit the packets in the
higher queue first until the higher queue is empty.

Save changes by clicking Save at the Save Configuration menu option.

Help Show the online help file.
Apply Click “Apply” to activate the configuration settings.
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Port-based Priority interface

Here you can assign each port with a priority queue. Four priority queues can be assigned:

High, Middle, Low, and Lowest.

Port.01
Port.02
Port.03
Port.04
Port.05
Port.06
Port.0F
Port.0g
Port.09
Port.10
Port.11
Port. 12
Port.13
Port.14
Port. 15
Port. 16
G1
G2

Port No.

Port-based Priority

Priority

Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest
Lowest

Lowest

W

W

W

Port-based Priority interface

Label Description
Priority At the dropdown, for each port, select one of the four priority
gueues that can be assigned: High, Middle, Low, and Lowest.
Apply Click “Apply” to activate the configurations. Save changes by
clicking Save at the Save Configuration menu option.
Help Show the online help file.

Messages: Apply fail - This priority setting is not supported in current QoS mode
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CO0S/802.1p interface

C0s/802.1p

COS  Priority
0 |Lowest »
Lowest »
Low v

Low v

1

2

3

4 | Middle «
5 | Middle »
6 |High |«
7

High

COS Port Defau

Port No. COS
Port.01

Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08
Port.09
Port.10
Port.11
Port.12
Port.13
Port.14
Port.15
Port.16
G1
G2

C0S/802.1p interface

Label Description

COS (Class Of Service) is known as 802.1p. It describes that the

output priority of a packet is determined by the user priority field in a
C0sS/802.1p PLLP Y P o y P Y
802.1Q VLAN tag. The priority values O - 7 are supported. COS value

maps to four priority queues: High, Middle, Low, and Lowest.

When an ingress packet has no VLAN tag, a default priority value is
COS Port Default
considered and determined by the ingress port.

Apply Click “Apply” to activate the configurations. Save changes by

clicking Save at the Save Configuration menu option.

Help Show help file.
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TOS/DSCP interface

TOS/DSCP
DSCP 0 1 2 3 4 5 5] 7
Priority | Lowest s || Lowest | |Lowest s || Lowest s || Lowest » || Lowest & || Lowest || Lowest »
DSCP =S 9 10 11 12 13 14 15
Priority | Lowest w || Lowest » | | Lowest s || Lowest s || Lowest » || Lowest || Lowest w || Lowest »
DSCP 16 17 18 19 20 21 22 23
Priority | Low w || Low w || Low w || Low w || Low w (| Low w || Low w || Low -
DSCP 24 25 26 27 28 29 30 31
Priority | Low % || Low % | |Low v || Low % ||Low % ||Low v ||Low % ||Low W
DSCP 32 33 34 35 36 37 38 39
Priority | Middlie | || Middle || Middle s || Middle s ||Middle s || Middle s ||Middle ||Widdle |+
DSCP 40 41 42 43 44 45 46 47
Priority | Middle | (| Middle |+ ||Middle | ||Middle || Middle «[|Middle |»||MWiddle +||Middle
DSCP 48 49 50 51 52 53 54 53
Priority | High  |» || High % |[High | ||[High |»|[|High |»[|High |s||High |%||High |»
DSCP 56 57 58 59 &0 61 52 63
Priority | High + ([ High |+ || High +||High |+ |[[High « || High + ([High | » || High “

TOS/DSCP interface

Label Description

TOS (Type of Service) is a field in the IP header of a packet. This TOS
field is also used by Differentiated Services and is called the
TOS/DSCP Differentiated Services Code Point (DSCP). The output priority of a

Priority packet can be determined by this field and priority values O - 63 are

supported. DSCP value maps to four priority queues: High, Middle,

Low, and Lowest.

Apply Click “Apply” to activate the configuration settings. Save changes by

clicking Save at the Save Configuration menu option.

Help Show the online help file.

Messages: Apply fail - Table full
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5.1.11 Multicast

5.1.11.1 IGMP Snooping

Internet Group Management Protocol (IGMP) is used by IP hosts to register their dynamic
multicast group membership. IGMP has 3 versions, IGMP v1, v2 and v3. Refer to RFC 1112,
2236 and 3376. IGMP Snooping improves the performance of networks that carry multicast
traffic. It provides the ability to prune multicast traffic so that it travels only to those end

destinations that require that traffic and reduces the amount of traffic on the Ethernet LAN.

IGMP Snooping
IGMP Snooping : |EnableV3 |«
IGMP Query Mode: Enable |v

IGMP Snooping Table

IP Address VLAN ID Member Port

224.000.001.024
224.000.000.002
223.006.007.008
224.000.000.254

—————

]
o
I
T
i)
[
i)
5
ra
T
I

30
4.000.000.252

R

|FRERR AR AR AR

|FEEERRR AR RS

| FEEERRRERRRRRIER

R

R

R R AR

|FEEERRR AR RS

| FEEERRRERRRRRIER

[ia)
=]
n
(&)}
o]
n
&
(g
En e
Fu
T U W Y

[ S T e e T L
L

3
2
39.255.2552
2
2

4.000.000.251

R

IGMP Snooping interface

The following table describes the labels in this screen.

Label
IGMP Snooping

Description

Enable/Disable IGMP snooping.

Switch will be IGMP querier or not. There should exist one and
IGMP Query Mode only one IGMP querier in an IGMP application. The "Auto" mode

means that the querier is the one with lower IP address.

IGMP Snooping Table | Shows the current IP multicast list.

Apply Click “Apply” to activate the configurations.
Help Show the online help file.
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5.1.11.2 Static Group List

Multicasts are similar to broadcasts; they are sent to all end stations on a LAN or VLAN. Static
Group is the system by which end stations only receive multicast traffic if they register to join
specific multicast groups. With Static Group, network devices only forward multicast traffic to

the ports that are connected to registered end stations.

Static Group

1P Address
Orort.or Crort.02 [Port.03 [JPort.04
Orort.os Orort.os [IPort.07 [JPort.0s
Member Ports []rort.09 [Jrort.10 Orort.11 [JPort.12
Orort.13 Oprort.14 [Port.15 [Port.16

Oe1 Ce2

Static Group List

IP Address Member Ports

Multicast Filtering interface

The following table describes the labels in this screen.

Label Description

Assign a multicast group IP address in the range of 224.0.0.0 ~
239.255.255.255.

IP Address

Tick the check box beside the port number to include it as a
Member Ports

member port in the specific multicast group IP address.

Add Show current IP multicast list.
Delete Delete a selected entry from table.
Help Show the online help file.
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5.1.12 Security

Five useful functions can enhance security of switch: IP Security, Port Security, MAC Blacklist,

and MAC address Aging and 802.1x protocol.

5.1.12.1 IP Security
IP Security can enable/disable remote management from WEB or Telnet or SNMP. Additionally,
IP security can restrict remote management to some specific IP addresses. Only these secure

IP addresses can manage this switch remotely.

Open all IP Security
System Information

Front Panel
__| Basic Setting
_| DHCP Server

IP Security Mode: |Disable |»

1 Port Setting Enable WEB Management
_| Redundancy Enable Telnet Management
1 VLAN Enable SNMP Management
_1 SNMP
__| Traffic Prioritization
| Multicast Secure IP List
= _4 Security
IP Security
Port Security Secure IP1
MAC Blacklist Secure IP2
1 802.1x
] Waming Secure IP3
__| Monitar and Diag Secure IP4
Save Configuration
Factory Default HSEIELE
Systemn Reboot Secure PG
Secure IP7
Secure IP8
Secure IP9

Secure IP10

IP Security interface

The following table describes the labels in this screen.

Label Description

IP Security Mode Enable/Disable the IP Security function globally.

Enable WEB Management Tick the check box to enable WEB Management.

Enable Telnet Management | Tick the check box to enable Telnet Management.

Enable SNMP Management | Tick the check box to enable MPSN Management.

Enter IP addresses; restrict remote management to some
Secure IP List B
specific IP addresses.

Apply Click “Apply” to activate the configurations.

Help Show help file.
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5.1.12.2 Port Security
Port security is used to add static MAC addresses to the hardware forwarding database. If port
security is enabled at Port Control page, only the frames with MAC addresses in this list will

be forwarded, otherwise they will be discarded.

Port Security

MAC Address
Fort Mo. Fort.01 »

Port Security List

MAC Address Port

Port Security interface

The following table describes the labels in this screen.

Label Description
MAC Address Input a MAC Address to a specific port.
Port No. Select a switch port from the dropdown.
Add Click to add an entry of MAC and port information to the list.
Delete Delete an existing entry from the list.
Help Show the online help file.

To add a static MAC address
1. Inthe MAC address box, enter a MAC address, e.g. "001122334455".
2. Inthe Port Number box, select a port number.
3. Click the Add button.
To delete a static MAC address
1. Inthe MAC address box, enter a MAC address.
2. Click the Delete button.
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5.1.12.3 MAC Blacklist
The MAC Blacklist can eliminate the traffic forwarding to specific MAC addresses in the list.
Any frames forwarding to MAC addresses in this list will be discarded. Thus the target device

will never receive any frame.

MAC Blacklist

MAC Address

MAC Blacklist

MAC Address

MAC Blacklist interface

The following table describes the labels in this screen.

Label Description
MAC Address Input MAC Address to add to the MAC Blacklist.
Add Add an entry to Blacklist table.
Delete Delete the entry from the list.
Help Show the online help file.

Messages: Apply fail - Entry existed and can't be modified
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5.1.12.4 802.1x

802.1x - Radius Server

IEEE 802.1x uses the physical access characteristics of IEEE802 LAN infrastructures to

provide an authenticated and authorized device attached to a LAN port. Refer to IEEE 802.1X

- Port Based Network Access Control for more information.

Open all
System Information
Front Panel
__| Basic Setting
_| DHCP Server
_| Port Setting
_| Redundancy
1 WLAN
_| SNMP
__| Traffic Prioritization
| Multicast
= _4 Security
IF Security
Fort Security
MAC Blacklist
Bl 4 802.1x
Radius Server
Port Auth Setting
Fort Auth State
_| Warning
__| Monitor and Diag
Save Configuration
Factory Default
System Reboot

802.1x - Radius Server
Radius Server Setting

802.1x Protocol Enahle »
Radius Server IP 192.168.16.3
Server Port 1812
Accounting Port 18132
Shared Key 12345678

NAS, Identifier NAS_L2_SWITCH
Advanced Setting

Quiet Period 60
T¥ Period 30

Supplicant Timeout |20

Server Timeout 30
Max Requests 2
Re-Auth Period 3600

802.1x Radius Server interface

The following table describes the labels in this screen.

Label

Description

Radius Server Setting

802.1X Protocol

Enable or Disable RADIUS at the dropdown.

Radius Server IP

The IP address of the authentication server.

Server Port

Set the UDP port number used by the authentication server to

authenticate.

Accounting Port

Set the UDP destination port for accounting requests to the

specified Radius Server.

Shared Key

A key shared between this switch and authentication server.

NAS, Identifier

A string used to identify this switch.
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Advanced Setting

Set the time interval between authentication failure and the start

of a new authentication attempt. The Quiet Period is the period of

Quiet Period _ ) o _ _
time during which it will not attempt to acquire a supplicant.
The default time is 60 seconds.
Set the time that the switch can wait for response to an EAP
request/identity frame from the client before resending the
Tx Period

request. The TX Period is the period of time to transmit an EAPOL

PDU. The default value is 30 seconds.

Supplicant Timeout

Set the period of time the switch waits for a supplicant response
to an EAP request. Supplicant Timeout: the timeout conditions in
the exchanges between the supplicant and authentication server.

The default value is 30 seconds.

Server Timeout

Set the period of time the switch waits for a Radius server
response to an authentication request. Server Timeout: is the
timeout condition in the exchanges between the authenticator and

authentication server. The default value is 30 seconds.

Max Requests

Set the maximum number of times to retry sending packets to the
supplicant. ReAuthMax is the number of reauthentication
attempts that are permitted before the specific port becomes

unauthorized. The default value is 2 times).

Re-Auth Period

Set the period of time after which clients connected must be
re-authenticated. Enter a nonzero number of seconds between
periodic reauthentication of the supplications. The default value is
3600 seconds).

Apply Click “Apply” to activate the configurations.
Help Show the online help file.
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802.1x-Port Authorized Mode

Set the 802.1x authorized mode of each port.

802.1x - Port Authorize Mode

Port No. Port Authorize Mode
Port.01

Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08
Port.09
Port.10
Port.11
Port.12
Port.13
Port.14
Port.15
Port.16
G1
G2

802.1x Port Authorize interface

The following table describes the labels in this screen.

Label Description

¢ Reject: force this port to be unauthorized.

e Accept: force this port to be authorized.

Port Authorize Mode ¢ Authorize: the state of this port was determined by the
outcome of the 802.1x authentication.

o Disable: this port will not participate in 802.1x.

Apply Click “Apply” to activate the configurations.

Help Show the online help file.
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802.1x-Port Authorized State
Shows the 802.1x port authorized state.

802.1x - Port Authorize State
Port Ma. Port Authorize State
Port.01 Accept
Port.02 Accept
Port.03 Accept
Port.04 Accept
Port.05 Accept
Port.0o Accept
Port.07 Accept
Port.08 Accept
Port.09 Accept
Port.10 Accept
Port.11 Accept
Port.12 Accept
Port.13 Accept
Port.14 Accept
Port.15 Accept
Port.16 Accept
Gl Accept
G2 Accept

802.1x Port Authorize State interface

5.1.13 Warning

—
The Warning function is very important for managing the switch. = A Waming

Fault Alarm
You can monitor the switch via Syslog, E-Mail, and Fault Relay from = 4 System Warning

5YSLOG Sefting
SMTP Setting
the configured E-Mail server, or the fault is relayed to the switch Event Selection

a remote site. When events occur, the warning message is sent to

panel.
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5.1.13.1 Fault Alarm
When any selected fault event occurs, the Fault LED on the switch panel lights and the electric

relay will signal at the same time.

open all Fault Alarm
System Information

Front Panel
_| Basic Setting
_| DHCP Server

Power Failure

_| Port Setting Opwr 1 Cpwr 2
_ | Redundancy
B L] VLAN Port Link Down/Broken
_1 SNMP
_| Traffic Prioritization
® _| Wulticast Dlport.01 [Iport.02
F _| Security [JpPort.03 CPort.04
E 4 Warning [Jport.05 [JPrort.0s
Fault Alarm
F | System Warning Oport.07 [IPort.08
_ | Monitor and Diag Oport.o9 Clport.10
Save Configuration CPort.11 [JPort.12
Factory Default
Systern Reboat Clport.13 Clport.14
Clport.15 Clport.16
OG1 OGz

Fault Alarm interface

The following table describes the labels in this screen.

Label Description

Power Failure Tick the PWR 1 or PWR 2 checkbox to enable monitoring this fault.

Port Link Tick the Port.01 to Port.18 checkbox to monitor for Port Link Down /
Down/Broken Port Link Broken fault on the port.

Apply Click “Apply” to activate the configurations.

Help Show the online help file.
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5.1.13.2 System Warning
System Warning suppors two warning modes: SYSLOG and E-MAIL. You can monitor the

switch via selected system events.

System Warning — SYSLOG Setting
The SYSLOG protocol is used to transmit event notification messages across networks.
Please refer to RFC 3164 - The BSD SYSLOG Protocol.

System Warning - SYSLOG Setting

SYSLOG Mode Disahle w
SYSLOG Server IP Address

System Warning — SYSLOG Setting interface

The following table describes the labels in this screen.

Label Description

o Disable: disable SYSLOG logging.
e Client Only: log to local system.

SYSLOG Mode
o Server Only: log to a remote SYSLOG server.

¢ Both: log to both the local and remote servers.

SYSLOG Server IP
The remote SYSLOG Server IP address.

Address
Apply Click “Apply” to activate the configurations.
Help Show the online help file.
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System Warning —

The SMTP is the Simple Mail Transfer Protocol.

the Internet. Please refer to RFC 821 - Simple Mail Transfer Protocol.

SMTP Setting

It is a protocol for e-mail transmission across

System Warning - SMTP Setting

E-mail Alert : |Enable v

SMTP Server Address 192.168.1.30
Sender E-mail Address administratar
Mail Subject Automated Email Alert
[¥] Authentication

Username jeffs

Password srssasee

Confirm Passwaord sessssss

Recipient E-mail Address 1 |jeffs@transition.com
Recipient E-mail Address 2
Recipient E-mail Address 3
Recipient E-mail Address 4
Recipient E-mail Address 5

Recipient E-mail Address &

System Warning — SMTP Setting interface

The following table describes the labels in this screen.

Label

Description

E-mail Alert

Enable/Disable transmission system warning events by e-mail.

Sender E-mail
Address

Enter the SMTP server |IP address.

Mail Subject

Enter the Subject of the mail.

Authentication

Tick the checkbox to enable Email login authentication and enter:
¢ Username: the authentication username.
e Password: the authentication password.

e Confirm Password: re-enter password.

Recipient E-mail

Enter up to six E-mail recipients’ E-mail addresses.

Address x
Apply Click “Apply” to activate the configurations.
Help Show the online help file.
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System Warning — Event Selection

SYSLOG and SMTP are the two warning methods that supported by the system.

Check the corresponding box to enable the system event warning method you wish to choose.
Please note that the checkbox cannot be checked when SYSLOG or SMTP is disabled.

System Warning - Event Selection

System Event

Event SYSLOG ~ SMTP
System Cold Start
Power Status
SMNMP Authentication Failure
Redundant Ring Topology Change
Port Event
Port No. SYSLOG SMTP
Port.01 | Link Up & Link Down +| | Link Up & Link Down ||
Port.02 | Link Up & Link Down |+ | | Link Up & Link Down + |
Port.03 | Link Up & Link Down +| | Link Up & Link Down ||
Port.04 | Disable v | | Disable v
Port.0s | Disable | | Disable v
Port.06 | Disable v | | Disable v
Port.07 | Disable | | Disable v
Port.08 | Disable v| | Disable v|
Port.09 | Disable | | Disable v
Port.10 | Disable v| | Disable v
Port.11 | Disable | | Disable v
Port.12 | Disable v| | Disable v
Port.13 | Disable | | Disable v
Port.14 | Disable v| | Disable v
Port.15 | Disable | | Disable v
Port.16 | Disable v| | Disable v
G1 | Disable | | Disable v
G2 | Disable v| | Disable v

System Warning — Event Selection interface
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The following table describes the labels in this screen.

System Warning — Event Selection

Label

Description

System Event

System Cold Start

Alert when system restarts (cold restart).

Power Status

Alert when a power up or down occurs.

SNMP Authentication Failure

Alert when an SNMP authentication failure occurs.

Redundant Ring Topology

Alert when Redundant Ring topology changes.

Change
Port Event

For Port.01 - Port.16 select:

Port No. o Disable

SYSLOG Event e LinkUp

SMTP event e Link Down
e Link Up & Link Down

Apply Click “Apply” to activate the configurations.

Help Show the online help file.
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5.1.14 Monitor and Diagnostics
5.1.14.1 MAC Address Table

Refer to IEEE 802.1 D Sections 7.9. The MAC Address Table (Filtering Database,)supports
queries by the Forwarding Process, as to whether a frame received by a given port with a

given destination MAC address is to be forwarded through a given potential transmission port.

open all MAC Address Table
System Information
Front Panel Port No : [Porto1 «

_ | Basic Setting
_| DHCP Semver

| Port Sefting Current MAC Address
_ | Redundancy
1 VLAN 000129086474 DYNAMIC A
® 1 SNMP 000423DEA544 DYNAMIC
- I 000475000004 DYNAMIZ
Traffic Prioritizat
_.I ”ralt_'c ;'0” =sten 0007E93B28C2 DYNAMIC
—| Multicas 0007E9B24BF0 DYNAMIC
_1 Security 000B8S533C27B

| Warning 000B855F4070

= 4 Monitor and Diag 000BB5E360F0
MAC Address Tahle :
Port Statistic

Port Maonitaring 000B856D41D0 DYMAMIC &
Systern Event Log

Save Configuration Dynamic Address Count: 242

Factory Default Static Address Count: 0

System Reboot

[ clearmac Table | [Help]

MAC Address Aging

MAC Address Table Aging Time: (0~3825;| 300 secs
[0 auto Flush MAC Address Table When Ports Link Down

Apply | [Help
MAC Address Table interface

The following table describes the labels in this screen.

Label Description
Port No : Show all MAC addresses mapping to the selected port.
Current MAC Address Displays the current MAC address for the port (if any).
Dynamic Address Count: | Displays the number of dynamically assigned IP addresses.
Static Address Count: Displays the current number of statically assigned IP addresses.
Clear MAC Table Click to clear all MAC addresses in table.
Help Show the online help file.
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5.1.14.2 MAC

Address Aging

You can set the MAC Address aging timer so that after the specified time has expired, the
unused MAC will be cleared from MAC table. The SISTM1040-262D-LRT-B also supports Auto
Flush MAC Address Table When ports Link Down.

MAC Address Aging

MAC Address Table Aging Time: (0~3825)|300 SEeCsS
[ Auts Flush MAC Address Table When Ports Link Down

MAC Address Aging interface

The following table describes the labels in this screen.

Label

Description

MAC Address Table Aging

Set the aging time for MAC table. The value is 0 - 3825

Time seconds. The default setting is 300 seconds.

Auto Flush MAC Address

Table When Ports Link Tick the checkbox to enable this function.

Down

Apply Click “Apply” to activate the configurations.

Help Show the online help file.

33617 Rev. A www.transition.com Page 77 of 125




Transition Networks SISTM1040-262D-LRT-B User Guide

5.1.14.3 Port Statistics

Port statistics show several statistics counters for all ports.

Port Statistics

: T¥ Good T Bad R¥ Good RX Bad Tx Abort Packet
e Link  State Packet Packet Packet Packet Packet Collision

Port.01 100TX Up Forwarding 225 0 16509 0 0 0

Port.02 100TX Down Forwarding 0 0 0 0 ] 0
Port.03 100TX Down Forwarding 0 0 0 0 ] 0
Port.04 100TX Down Forwarding 0 u] 0 0 a] 0
Port.05 100TX Down Forwarding 0 u] 0 0 a] 0
Port.06 100Tx Down Forwarding 0 u] 0 0 a] 0
Port.07 100TX Down Forwarding 0 0 0 0 0 0
Port.08 100TX Down Forwarding 0 0 0 0 0 0
Port.09 100T¥ Down Forwarding 0 0 0 0 0 0
Port.10 100TX Down Forwarding 0 0 0 0 ] 0
Port.11 100TX Down Forwarding 0 0 0 0 ] 0
Port.12 100TX Down Forwarding 0 0 0 0 0 0
Port.132 100Tx Down Forwarding 0 u] 0 0 a] 0
Port.14 100Tx Down Forwarding 0 u] 0 0 a] 0
Port.13 100TX Down Forwarding 0 u] 0 0 a] 0
Port.16 100TX Down Forwarding 0 0 0 0 0 0
G1 1GTX/SFP Down Forwarding 0 0 0 0 0 0
G2 1GTX/SFP Down Forwarding 0 0 0 0 0 0
Port Statistics interface
The following table describes the labels in this screen.
Label Description
Type Show port speed and media type (e.g., 100TX or 1GTX/SFP).
Link Show port link status (Up or Down).
State Show ports’ sttes (Enable or Disable).
TX Good Packet The number of good packets sent by this port.
TX Bad Packet The number of bad packets sent by this port.
RX Good Packet The number of good packets received by this port.
RX Bad Packet The number of bad packets received by this port.
TX Abort Packet The number of packets aborted by this port.
Packet Collision The number of times a collision was detected by this port.
Clear Clear all counters in this table.
Help Show the online help file.
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5.1.14.4 Port Monitoring

Port monitoring function supports TX (egress) only, RX (ingress) only, and both TX/RX
monitoring.

TX monitoring sends any data that egress out checked TX source ports to a selected TX
destination port as well.

RX monitoring sends any data that ingress in checked RX source ports out to a selected RX
destination port as well as sending the frame where it normally would have gone.

Note: to disable port monitoring, keep all source ports unchecked.

Port Monitoring

Port [;istlnatlon P_lc_:;t g;urce Part
Port.01 ® ® O F
Port.02 @) O O O
Port.03 (@) ®© O F
Port.04 O O O O
Port.05 O O O O
Port.06 O O O O
Port.07 O O [ i
Port.08 O @] O O
Port.09 O @] O O
Port.10 O O [ i
Port.11 O @] O O
Port.12 O @] O O
Port.13 O O [ i
Port.14 O @] O O
Port.15 O @] O O
Port.16 O O [ i

G1 O @] O O

G2 9] O O O

Port monitoring interface
Label Description

The port(s) to receive a copied frame from Source port for monitoring
Destination Port i ] )
purpose. Tick the desired radio buttons.

The port(s) to be monitored. Tick the checkbox of for the ports whose

Source Port TX or RX is to be monitored.

TX The frames that come into switch port.

RX The frames that are received by switch port.

Apply Click “Apply” to activate the configurations.

Clear Click the button to clear all marked blank (disable the function).
Help Show the online help file.

33617 Rev. A www.transition.com Page 79 of 125




Transition Networks

SISTM1040-262D-LRT-B User Guide

5.1.14.5 System Event Log

If the system log client is enabled, the system event logs will display in this table.

Qpen all
Systemn Information
Frant Panel

_| Basic Setting

_| DHCF Server

_| Port Setting

_ | Redundancy

1 VLAN

_1 SMMP

_ | Traffic Pricritization

_1 Multicast

_ | Security

_ | Warning

= 4 Maonitor and Diag

MAC Address Table

Fort Statistic

Fort Monitoring

Systemn Event Log
Save Configuration
Factory Default
Systemn Reboot

System Event Log

4: Jan 100:01:41 . 3YSLOG Server192.168.1.30
3:Jan 1 00:01:41 : SYSLOG Enable!

2:Jan 100:01:29 . SYSLOG Server:0.0.0.0
1:Jan 1 00:01:28 : SYSLOG Enable!

Page1 »

[ Reload ] [ Clear ] [Help ]

System event log interface

The following table describes the labels in this screen.

Label Description
Page Select the desired Log page at the dropdown.
Reload Click the button to get the newest event logs and refresh this page.
Clear Clear the log.
Help Show the online help file.
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5.1.15 Save Configuration
If any configuration changed, “Save Configuration” should be clicked to save the current
configuration data to the permanent flash memory. Otherwise, the current configuration will be

lost when power off or system reset.

Save Configuration Save to Flash OK!
> Press Here to hack to Previous Page.

System Configuration interface

The following table describes the labels in this screen.

Label Description

Save Save all configurations.

Help Show help file.

5.1.16 Factory Default
Factory Default

kKeep current IP address setting?
Keep current username & password?

Feset | [ Help

Factory Default interface

You can click the Reset button to reset the switch to all of its default configuration parameters.
You can check the “Keep current IP address setting” checkbox and click Reset to reset to
default parameters, but keep the currently-configured IP address.

You can select “Keep current username & password” checkbox and click Reset to reset to

default parameters, but keep the currently-configured User Name and Password.
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5.1.17 System Reboot

System Reboot

Please click [Reboot] button to restart switch device.

System Reboot interface

You can click the Reboot button to restart the switch.

Messages: Rebooting ... After several seconds, reconnect the system.
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6. Command Line Interface Management

6.1 About CLI Management
Besides Web-based management, the SISTM1040-262D-LRT-B also supports CLI

management. You can use a console or Telnet to manage the switch via the CLI.
CLI Management by RS-232 Serial Console (9600, 8, none, 1, none)

Before configuring by RS-232 serial console, use an RJ45 to DB9-F cable to connect the

RS-232 Console port on the Switch to the COM Port on your PC.
Follow the steps below to access the console via RS-232 serial cable.

Step 1. From the Windows desktop, click on Start -> Programs -> Accessories ->

Communications -> Hyper Terminal.

up Cannections
»

[} Acrobat Readsr 5.0

‘) Address Book

Caleulator

B¥ command Prompt

D MetTime

2 notepad

% windows Update W paint

3y windows Explorer

(5 nstwork Assaciatss
» ([ statup »

& Internet Explarer

] Outlook Express

Lonnectson Description

BSo=en s

I

l

I_i-.mm-au Fakodetndt Bbodaea [l |-
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Step 3. Select to use COM port number.

[ irerrmial - by m— =10l x|
D] @3] ofH| &

T 21|
%lm

Ender et for the phons ruesbet that pou want 1o Sat
[ r
Aigacode |

Phons nusbes
—_—

[6F ] cwes |

=

Ceszonnected Autndetect  fakn detect [

Step 4. The COM port properties setting, 9600 for Bits per second, 8 for Data bits, None for

Parity, 1 for Stop bits and none for Flow control.

| Eecomiatc Mg v ol 101 x|
Jcom1 Propertics ETE
[ PortSettege |
h B
Bits par sacond 3500 =l

L ]|
Pay [bere =]
e |

Fhors contrat [Hore =

ok | tee | |

Crsrernected Augndstect  |Autn detect T

Step 5. The Console login screen displays. Use the keyboard to enter the Username and

Password (the same with the password for Web browser), then press “Enter”.

% 9600 - IEERR LER
SHD WD WD HH0 WED NED
Do 2 0B &

EWOT0P  ANTIN DN WM
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CLI Management by Telnet

You can use “TELNET” to configure the switch. The default value is as below:
IP Address: 192.168.1.77

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.254

User Name: root

Password: root

Follow the steps below to access the console via Telnet.
Step 1. Telnet to the IP address of the switch from the Windows “Run* command (or from the
MS-DOS prompt) as below.

run 2 x|

== Type the name of a program, Folder, document, or
) Internet resource, and Windows will open it For wou,

Open: | telnet 192,168,177 =]

(0]4 l Cancel I Browse. .. i

Step 2. The Login screen displays. Use the keyboard to enter the Username and Password

(both root), and then press “Enter”.

e Telnet 172.16.44.134

SISTH1B4B-262D-LRT-B

Command Line Interface

Username = root

Password @ #eoe

The initial CLI command screen displays:

o Telnet 172.16.44.134

7z List,. <TAB>: Complete. <{ctrl+z’>: Up level. <ctrl+g>: Logout
lruitch>

The CLI options here are:

?: List, <TAB>: Complete, <ctrl+z>: Up level, <ctrl+g>: Logout
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Step 3. Use the ? command to list the varous available commands.

7: List. Complete, <ctrl+z2: Up level, <ctrl+g>: Logout
switch>
enable Enter Privileged EXEC mode

Logout command line shell

Logout command line shell

Show function

conf igure Enter Global configuration mode
dizable Leave Privileged EXEC mode
Show function
Enter the vlan database command
Write current device configuration to memory

show commands:

¢t Telnet 172.16.44.134

cwitch>zshow

conf ig Show switch configure
=ystem—info Show system information
ewitch>show system—

witch>show system—info

Hame : SISTH1848—-262D-LRT-B

Description: Industrial 18-port managed Ethernet switch with 16x18-/188Base-T{K>
and Z2xGigabit combo ports, SFP socket

Location:

Contact:

Firmware Uersion: vl_B4

HKernel Uersion: v2_ 51

MAC Address: BA-CB-F2-56-8AD-51

IP Address: 172.16.44.134

IPv6 Link Local Address: FEBA::2CA:F2FF:FES6:D51
IFub Global Address: Mone

gﬂstem 0ID: 1.3.6.1.4.1.868.2.120.8.08.25%

switchd

Configure commands

v Telnet 172.16.44.134

switchifconf igure
lswitchi{configii
BA21x Configure IEEES8Z.1x function
ladmin Conf igure administrator
aggregator Conf igure aggregator port setting
auto—sfp Enahlesdisabhle to auto detect 188-1888 SFP
check—concurrence Check redundancy protocol concurrence
default Restore to factory default configuration
dhcpserver Conf igure DHCP server
Leave Global configuration mode
Configure system event selection
Leave Global configuration mode
fauwlt—relay Conf igure Fault Relay Alarm function
igmp IGMP function setting
interface Enter the interface command ¢(with a specific interface)
ip Configure IP address
11dp LLDP function setting
mac—address—tahle Conf igure MAC address entry
mstp Conf igure MSTP
multicast—filtering Configure multicast filtering entry
multiple—ring Configure Multiple Ring
no Disahle setting
———— More {(g-Q to guitd ———_
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Command Levels

Mode Access Method Prompt Exit Method About This Mode
The user commands
available at this level are a
subset of those available at
Begin a session with Enter logout or
User EXEC switch> the privileged level. Use this
your switch. quit.
mode to
* Enter menu mode.
« Display system information.
The privileged commands are
Enter the enable more advanced
Privileged command while in user Enter disable to | Use this mode to
switch#
EXEC EXEC mode. exit. « Display advance function
status
* save configurations
To exit to
Enter the configure Use this mode to configure
Global switch(confi privileged
command while in parameters that apply to your
configuration Q) EXEC mode,
privileged EXEC mode. Switch as a whole.
enter exit or end
Enter the vlan database
To exit to user
VLAN command while in switch(vlan) Use this mode to configure
EXEC mode,
database privileged # VLAN-specific parameters.
enter exit.
EXEC mode.
To exit to global
Enter the interface configuration
command (with a mode, Use this mode to configure
Interface switch(confi
specific interface)while enter exit. parameters for the switch and
configuration g-iN#
in global configuration To exit privileged | Ethernet ports.
mode EXEC mode or
end.
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Symbol of Command Level

Mode

Symbol for Command Level

User EXEC

Privileged EXEC

Global configuration

<|®|T|m

VLAN database

Interface configuration I

6.2 System Commands

Command Level Description Example
show config E [Show switch switch>show config
configuration
show terminal P |Show console switch#show terminal
information
write memory P [Save your switch#write memory
configuration into
permanent memory
(flash rom)
system name G |Configure system switch(config)#system name xxx
[System Name] name
system location G |Set switch system switch(config)#system location xxx
[System Location] location string
system description G |Set switch system switch(config)#system description
[System Description] description string XXX
system contact G |Set switch system switch(config)#system contact xxx
[System Contact] contact window string
show system-info E |Show system switch>show system-info
information
ip address G |Configure the IP switch(config)#ip address
[lp-address] address of switch 192.168.1.1 255.255.255.0
[Subnet-mask] 192.168.1.254
[Gateway]
ip dhcp G |Enable DHCP client |switch(config)#ip dhcp
function of switch
show ip P |Show IP information of|switch#show ip
switch
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no ip dhcp Disable DHCP client |switch(config)#no ip dhcp
function of switch

reload Halt and perform a switch(config)#reload
cold restart

default Restore to default Switch(config)#default

admin username

[Username]

Changes a login
username.

(maximum 10 words)

switch(config)#admin username

XXXXXX

admin password

[Password]

Specifies a password

(maximum 10 words)

switch(config)#admin password

XXXXXX

show admin

Show administrator

information

switch#show admin

dhcpserver enable

Enable DHCP Server

switch(config)#dhcpserver enable

dhcpserver lowip
[Low IP]

Configure low IP

address for IP pool

switch(config)# dhcpserver lowip
192.168.1.1

dhcpserver highip
[High IP]

Configure high IP

address for IP pool

switch(config)# dhcpserver highip
192.168.1.50

dhcpserver subnetmask

[Subnet mask]

Configure subnet
mask for DHCP clients

switch(config)#dhcpserver
subnetmask 255.255.255.0

dhcpserver gateway

Configure gateway for

switch(config)#dhcpserver gateway

[Gateway] DHCP clients 192.168.1.254
dhcpserver dnsip Configure DNS IP for |switch(config)# dhcpserver dnsip
[DNS IP] DHCP clients 192.168.1.1

dhcpserver leasetime

[Hours]

Configure lease time

(in hour)

switch(config)#dhcpserver

leasetime 1

dhcpserver ipbinding
[IP address]

Set static IP for DHCP
clients by port

switch(config)#interface
fastEthernet 2
switch(config-if)#dhcpserver
ipbinding 192.168.1.1

show dhcpserver

configuration

Show configuration of
DHCP server

switch#show dhcpserver

configuration

show dhcpserver clients

Show client entries of
DHCP server

switch#show dhcpserver clinets

show dhcpserver

ip-binding

Show IP-Binding
information of DHCP

server

switch#show dhcpserver ip-binding

no dhcpserver

Disable DHCP server

switch(config)#no dhcpserver
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function

security enable G |Enable IP security switch(config)#security enable
function

security http G |Enable IP security of |switch(config)#security http
HTTP server

security telnet G |Enable IP security of |switch(config)#security telnet
telnet server

security ip G |[Set the IP security list |switch(config)#security ip 1

[Index(1..10)] [IP 192.168.1.55

Address]

show security P |Show the information |switch#show security
of IP security

no security G |Disable IP security switch(config)#no security
function

no security http G |Disable IP security of |switch(config)#no security http
HTTP server

no security telnet G |Disable IP security of |switch(config)#no security telnet
telnet server

6.3 Port Commands

Command Level

Description

Example

interface fastEthernet G

Choose the port for

switch(config)#interface

[Portid] modification. fastEthernet 2
duplex I |Use the duplex switch(config)#interface
[full | half] configuration fastEthernet 2
command to specify |switch(config-if)#duplex full
the duplex mode of
operation for Fast
Ethernet.
speed I |Use the speed switch(config)#interface

[10]100/1000|auto]

configuration
command to specify
the speed mode of
operation for Fast
Ethernet., the speed
can't be set to 1000 if

fastEthernet 2
switch(config-if)#speed 100
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the port isn’t a gigabit
port..

flowcontrol mode

[Symmetric|Asymmetric]

Use the flowcontrol
configuration
command on Ethernet
ports to control traffic
rates during

congestion.

switch(config)#interface
fastEthernet 2
switch(config-if)#flowcontrol mode

Asymmetric

no flowcontrol

Disable flow control of

interface

switch(config-if)#no flowcontrol

security enable

Enable security of

interface

switch(config)#interface
fastEthernet 2

switch(config-if)#security enable

no security

Disable security of

interface

switch(config)#interface
fastEthernet 2

switch(config-if)#no security

bandwidth type all

Set interface ingress
limit frame type to

“accept all frame”

switch(config)#interface
fastEthernet 2
switch(config-if)#bandwidth type all

bandwidth type

broadcast-multicast-floo

Set interface ingress

limit frame type to

switch(config)#interface

fastEthernet 2

ded-unicast “accept broadcast, switch(config-if)#bandwidth type
multicast, and flooded |broadcast-multicast-flooded-unicast
unicast frame”

bandwidth type Set interface ingress |switch(config)#interface

broadcast-multicast

limit frame type to
“accept broadcast and

multicast frame”

fastEthernet 2
switch(config-if)#bandwidth type

broadcast-multicast

bandwidth type

broadcast-only

Set interface ingress
limit frame type to
“only accept

broadcast frame”

switch(config)#interface
fastEthernet 2
switch(config-if)#bandwidth type

broadcast-only

bandwidth in Set interface input switch(config)#interface

[Value] bandwidth. Rate fastEthernet 2
Range is from 100 switch(config-if)#bandwidth in 100
kbps to 102400 kbps
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or to 256000 kbps for
giga ports,
and zero means no

limit.

bandwidth out
[Value]

Set interface output
bandwidth. Rate
Range is from 100
kbps to 102400 kbps
or to 256000 kbps for
giga ports,

and zero means no

limit.

switch(config)#interface
fastEthernet 2

show bandwidth

Show interfaces

bandwidth control

switch(config)#interface
fastEthernet 2
switch(config-if)#show bandwidth

state
[Enable | Disable]

Use the state interface
configuration
command to specify
the state mode of
operation for Ethernet
ports. Use the
disable form of this
command to disable

the port.

switch(config)#interface
fastEthernet 2
switch(config-if)#state Disable

show interface

configuration

show interface

configuration status

switch(config)#interface
fastEthernet 2
switch(config-if)#show interface

configuration

show interface status

show interface actual

status

switch(config)#interface
fastEthernet 2
switch(config-if)#show interface

status

show interface

show interface

switch(config)#interface

accounting statistic counter fastEthernet 2
switch(config-if)#show interface
accounting
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no accounting

Clear interface

accounting

information

switch(config)#interface
fastEthernet 2

switch(config-if)#no accounting

6.4 Trunk Commands

Command Level Description Example
aggregator priority G |[Set port group system |switch(config)#aggregator priority 22
[1t065535] priority
aggregator activityport G |[Set activity port switch(config)#aggregator
[Port Numbers] activityport 2
aggregator group G |Assign a trunk group |switch(config)#aggregator group 1

[GrouplD] [Port-list]
lacp

workp

[Workport]

with LACP active.
[GrouplD] :1to3
[Port-list]:Member port
list, This parameter
could be a port
range(ex.1-4) or a port
list separate by a
comma(ex.2, 3, 6)
[Workport]: The
amount of work ports,
this value could not be
less than zero or be
large than the amount

of member ports.

1-4 lacp workp 2

or

switch(config)#aggregator group 2
1,4,3 lacp workp 3

aggregator group G |Assign a static trunk  |switch(config)#aggregator group 1
[GrouplID] [Port-list] group. 2-4 nolacp
nolacp [GroupID] :1to3 or
[Port-list]:Member port |switch(config)#aggreator group 1
list, This parameter 3,1,2 nolacp
could be a port
range(ex.1-4) or a port
list separate by a
comma(ex.2, 3, 6)
show aggregator P [Show the information |switch#show aggregator

of trunk group
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no aggregator lacp G |Disable the LACP switch(config)#no aggreator lacp 1

[GrouplD]

function of trunk group

no aggregator group
[GrouplD]

Remove a trunk group

switch(config)#no aggreator group 2

6.5 VLAN Commands

Command Level Description Example

vlan database P [Enter VLAN configure |switch#vlan database

mode
vlan V [To set switch VLAN  |switch(vlan)# vlanmode 802.1q
[8021q | gvrp] mode. or

switch(vlan)# vlanmode gvrp

no vlan V |Disable vlan group(by |switch(vlan)#no vlan 2
[VID] VID)
no gvrp V |Disable GVRP switch(vlan)#no gvrp
IEEE 802.1Q VLAN
vlan 8021q port V |Assign a access link  |switch(vlan)#vlan 802.1q port 3
[PortNumber] for VLAN by port, if the|access-link untag 33
access-link untag port belong to a trunk
[UntaggedVID] group, this command

can'’t be applied.
vlan 8021q port V |Assign a trunk link for |switch(vlan)#vlan 8021q port 3

[PortNumber]
trunk-link tag
[TaggedVID List]

VLAN by port, if the
port belong to a trunk
group, this command

can’t be applied.

trunk-link tag 2,3,6,99

or

switch(vlan)#vlan 8021q port 3
trunk-link tag 3-20

vlan 8021q port V |Assign a hybrid link for|switch(vlan)# vlan 8021q port 3
[PortNumber] VLAN by port, if the  |hybrid-link untag 4 tag 3,6,8
hybrid-link untag port belong to a trunk |or

[UntaggedVID] group, this command |[switch(vlan)# vlan 8021q port 3

tag can't be applied. hybrid-link untag 5 tag 6-8
[TaggedVID List]

vlan 8021q aggreator V |Assign a access link  |switch(vlan)#vlan 8021q aggreator 3

[TrunkID]
access-link untag
[UntaggedVID]

for VLAN by trunk
group

access-link untag 33
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vlan 8021q aggreator V |Assign a trunk link for |switch(vlan)#vlan 8021q aggreator 3
[TrunkID] VLAN by trunk group [trunk-link tag 2,3,6,99
trunk-link tag or
[TaggedVID List] switch(vlan)#vlan 8021q aggreator 3
trunk-link tag 3-20

vlan 8021q aggreator V |Assign a hybrid link for|switch(vlan)# vlan 8021q aggreator 3
[PortNumber] VLAN by trunk group |hybrid-link untag 4 tag 3,6,8
hybrid-link untag or
[UntaggedVID] switch(vlan)# vlan 8021q aggreator 3
tag hybrid-link untag 5 tag 6-8
[TaggedVID List]
show vlan [VID] V [Show VLAN switch(vlan)#show vlan 23
or information
show vilan
6.6 Spanning Tree Commands

Command Level Description Example
spanning-tree enable G |Enable spanning tree |switch(config)#spanning-tree enable
spanning-tree priority G |Configure spanning |switch(config)#spanning-tree priority

[0to61440]

tree priority parameter

32767

spanning-tree max-age

[seconds]

Use the spanning-tree
max-age global
configuration
command to change
the interval between
messages the
spanning tree
receives from the root
switch. If a switch
does not receive a
bridge protocol data
unit (BPDU) message

from the root switch

switch(config)# spanning-tree

max-age 15

within this interval, it
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recomputed the
Spanning Tree
Protocol (STP)
topology.

spanning-tree

hello-time [seconds]

Use the spanning-tree
hello-time global
configuration
command to specify
the interval between
hello bridge protocol
data units (BPDUSs).

switch(config)#spanning-tree

hello-time 3

spanning-tree

forward-time [seconds]

Use the spanning-tree
forward-time global
configuration
command to set the
forwarding-time for the
specified
spanning-tree
instances. The
forwarding time
determines how long
each of the listening
and

learning states last
before the port begins

forwarding.

switch(config)# spanning-tree

forward-time 20

stp-path-cost
[1t0200000000]

Use the spanning-tree
cost interface
configuration
command to set the
path cost for Spanning
Tree

Protocol (STP)
calculations. In the
event of a loop,

spanning tree

switch(config)#interface fastEthernet
2
switch(config-if)#stp-path-cost 20

considers the path
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cost when selecting
an interface to place
into the forwarding

State.

stp-path-priority
[Port Priority]

Use the spanning-tree
port-priority interface
configuration
command to configure
a port priority that

is used when two
switches tie for
position as the root

switch.

switch(config)#interface fastEthernet
2

switch(config-if)# stp-path-priority
127

stp-admin-p2p
[Auto|True|False]

Admin P2P of STP
priority on this

interface.

switch(config)#interface fastEthernet
2

switch(config-if)# stp-admin-p2p
Auto

stp-admin-edge

[True|False]

Admin Edge of STP
priority on this

interface.

switch(config)#interface fastEthernet
2
switch(config-if)# stp-admin-edge

True

stp-admin-non-stp

[True|False]

Admin NonSTP of
STP priority on this

interface.

switch(config)#interface fastEthernet
2
switch(config-if)# stp-admin-non-stp

False

show spanning-tree

Display a summary of
the spanning-tree

states.

switch>show spanning-tree

no spanning-tree

Disable spanning-tree.

switch(config)#no spanning-tree
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6.7 QoS Commands

Command Level Description Example
qos policy G |Select QOS policy switch(config)#qos policy
[weighted-fair|strict] scheduling weighted-fair
qos prioritytype G |[Setting of QOS switch(config)#qos prioritytype
[port-based|cos-only|tos priority type
-only|cos-first|tos-first]
qos priority portbased G |Configure Port-based |switch(config)#qos priority portbased
[Port] Priority 1 low
[lowest|low|middle|high]
qos priority cos G |Configure COS switch(config)#qos priority cos 22
[Priority][lowest|low|mid Priority middle
dle|high]
qos priority tos G |Configure TOS switch(config)#qos priority tos 3 high
[Priority][lowest|low|mid Priority
dle|high]
show qgos P |Display the switch>show qos

information of QoS
configuration

no qos G |Disable QoS function [switch(config)#no qos
6.8 IGMP Sommands

Command Level Description Example
igmp enable G |Enable IGMP switch(config)#igmp enable

snooping function

lgmp-query auto G |[SetIGMP query to switch(config)#lgmp-query auto
auto mode
Ilgmp-query force G |[SetIGMP query to switch(config)#lgmp-query force
force mode
show igmp P |Displays the details of |switch#show igmp configuration
configuration an IGMP
configuration.
show igmp multi P |Displays the details of |switch#show igmp multi
an IGMP snooping
entries.
no igmp G |Disable IGMP switch(config)#no igmp
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snooping function

no igmp-query

Disable IGMP query

switch#no igmp-query

6.9 MACI/Filter Table Sommands

Command

Level

Description

Example

mac-address-table static
hwaddr
[MAC]

Configure MAC
address table of

interface (static).

switch(config)#interface fastEthernet
2
switch(config-if)#mac-address-table
static hwaddr 000012345678

mac-address-table filter | G |Configure MAC switch(config)#mac-address-table

hwaddr address table(filter)  |filter hwaddr 000012348678

[MAC]

show mac-address-table| P |Show all MAC switch#show mac-address-table

address table

show mac-address-table| P |Show static MAC switch#show mac-address-table

static address table static

show mac-address-table| P |Show filter MAC switch#show mac-address-table filter

filter address table.

no mac-address-table I |Remove an entry of  |switch(config)#interface fastEthernet

static hwaddr MAC address table of |2

[MAC] interface (static) switch(config-if)#no
mac-address-table static hwaddr
000012345678

no mac-address-table G |Remove an entry of |switch(config)#no mac-address-table

filter hwaddr MAC address table  |filter hwaddr 000012348678

[MAC] (filter)

no mac-address-table G |Remove dynamic switch(config)#no mac-address-table

entry of MAC address
table
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6.10 SNMP Commands

Command Level Description Example
snmp agent-mode G |Select the agent mode|switch(config)#snmp agent-mode
[viv2ec | v3] of SNMP viv2c
snmp-server host G |Configure SNMP switch(config)#snmp-server host
[IP address] server host 192.168.10.50 community public
community information and trap-version v1
[Community-string] community string (remove)
trap-version Switch(config)#
[v1]|v2c] no snmp-server host
192.168.10.50
snmp G |Configure the switch(config)#snmp
community-strings community string right [community-strings public right RO
[Community-string] or
right switch(config)#snmp
[RO|RW] community-strings public right RW
snmp snmpv3-user G |Configure the switch(config)#snmp snmpv3-user
[User Name] userprofile for test01 password AuthPW PrivPW
password SNMPV3 agent.
[Authentication Privacy password
Password] [Privacy could be empty.
Password]
show snmp P [Show SNMP switch#show snmp
configuration
show snmp-server P [Show specified trap  |switch#show snmp-server
server information
no snmp G |Remove the specified |switch(config)#no snmp
community-strings community. community-strings public
[Community]
no snmp snmpv3-user G |Remove specified switch(config)# no snmp
[User Name] user of SNMPv3 snmpv3-user test01 password
password agent. Privacy AuthPW PrivPW
[Authentication password could be
Password] [Privacy empty.
Password]
no snmp-server host G |Remove the SNMP  |switch(config)#no snmp-server

[Host-address]

server host.

192.168.10.50
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6.11 Port Mirroring Commands

Command Level Description Example
monitor rx G |Set RX destination switch(config)#monitor rx
port of monitor

function

monitor tx G |Set TX destination switch(config)#monitor tx
port of monitor
function

show monitor P |Show port monitor switch#show monitor

information

monitor
[RX|TX|Both]

Configure source port

of monitor function

switch(config)#interface fastEthernet
2

switch(config-if)#monitor RX

show monitor

Show port monitor

information

switch(config)#interface fastEthernet
2

switch(config-if)#show monitor

no monitor

Disable source port of

monitor function

switch(config)#interface fastEthernet
2

switch(config-if)#no monitor

6.12 802.1x Commands

Command Level Description Example
8021x enable G |Use the 802.1x global |switch(config)# 8021x enable
configuration

command to enable

802.1x protocols.

8021x system radiousip | G |Use the 802.1x switch(config)# 8021x system
[IP address] system radious IP radiousip 192.168.1.1

global configuration

command to change

the radious server IP.
8021x system serverport| G |Use the 802.1x switch(config)# 8021x system

[port ID]

system server port
global configuration
command to change

the radious server port

serverport 1815
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8021x system
accountport
[port ID]

Use the 802.1x
system account port
global configuration
command to change

the accounting port

switch(config)# 8021x system
accountport 1816

8021x system sharekey
[ID]

Use the 802.1x
system share key
global configuration
command to change

the shared key value.

switch(config)# 8021x system
sharekey 123456

8021x system nasid

[words]

Use the 802.1x
system nasid global
configuration
command to change
the NAS ID

switch(config)# 8021x system nasid
testl

8021x misc quietperiod

[sec.]

Use the 802.1x misc
quiet period global
configuration
command to specify
the quiet period value

of the switch.

switch(config)# 8021x misc
quietperiod 10

8021x misc txperiod

Use the 802.1x misc

switch(config)# 8021x misc txperiod

[sec.] TX period global 5
configuration
command to set the
TX period.
8021x misc Use the 802.1x misc |switch(config)# 8021x misc

supportimeout [sec.]

supp timeout global
configuration
command to set the

supplicant timeout.

supportimeout 20

8021x misc

servertimeout [sec.]

Use the 802.1x misc
server timeout global
configuration

command to set the

switch(config)#8021x misc

servertimeout 20

server timeout.
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8021x misc maxrequest

Use the 802.1x misc

switch(config)# 8021x misc

[number] max request global maxrequest 3
configuration
command to set the
MAX requests.

8021x misc Use the 802.1x misc [switch(config)# 8021x misc

reauthperiod [sec.]

reauth period global
configuration
command to set the

reauth period.

reauthperiod 3000

8021x portstate
[disable | reject | accept |

authorize]

Use the 802.1x port
state interface
configuration
command to set the
state of the selected

port.

switch(config)#interface fastethernet
3
switch(config-if)#8021x portstate

accept

show 8021x

Display a summary of
the 802.1x properties
and also the port

sates.

switch>show 8021x

no 8021x

Disable 802.1x

function

switch(config)#no 8021x
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6.13 TFTP Commands

Defaults

Command Level Description
Example
backup G |Save configuration to |switch(config)#backup

flash:backup_cfg

TFTP and need to
specify the IP of TFTP
server and the file

name of image.

flash:backup_cfg

restore flash:restore_cfg

Get configuration from
TFTP server and need
to specify the IP of
TFTP server and the

file name of image.

switch(config)#restore

flash:restore_cfg

upgrade
flash:upgrade_fw

Upgrade firmware by
TFTP and need to
specify the IP of TFTP
server and the file

name of image.

switch(config)#upgrade
lash:upgrade_fw

6.14 SYSLOG, SMTP, EVENT Commands
Commands Level Description Example

systemlog ip G |Set System log server |switch(config)# systemlog ip

[IP address] IP address. 192.168.1.100

systemlog mode G |Specified the log switch(config)# systemlog mode

[client|server|both] mode both

show systemlog Display system log.  [Switch>show systemlog

show systemlog Show system log switch#show systemlog
client & server
information

no systemlog G |Disable systemlog switch(config)#no systemlog
functon

smtp enable G |Enable SMTP function|switch(config)#smtp enable

smtp serverip G |Configure SMTP switch(config)#smtp serverip

[IP address] server IP 192.168.1.5

smtp authentication G |Enable SMTP switch(config)#smtp authentication
authentication
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smtp account

Configure

switch(config)#smtp account User

[account] authentication

account
smtp password Configure switch(config)#smtp password
[password] authentication

password

smtp rcptemail

[Index] [Email address]

Configure Rcpt e-mail
Address

switch(config)#smtp rcptemail 1

Alert@test.com

show smtp Show the information |switch#show smtp
of SMTP

no smtp Disable SMTP switch(config)#no smtp
function

event device-cold-start
[Systemlog|SMTP|Both]

Set cold start event

type

switch(config)#event

device-cold-start both

event
authentication-failure
[Systemlog|SMTP|Both]

Set Authentication

failure event type

switch(config)#event

authentication-failure both

event
O-Ring-topology-change
[Systemlog|SMTP|Both]

Set s ring topology

changed event type

switch(config)#event

ring-topology-change both

event systemlog
[Link-UP|Link-Down|Bot
h]

Set port event for

system log

switch(config)#interface fastethernet
3
switch(config-if)#event systemlog
both

event smtp
[Link-UP|Link-Down|Bot
h]

Set port event for
SMTP

switch(config)#interface fastethernet
3
switch(config-if)#event smtp both

show event

Show event selection

switch#show event

no event

device-cold-start

Disable cold start

event type

switch(config)#no event

device-cold-start

no event

authentication-failure

Disable Authentication

failure event typ

switch(config)#no event

authentication-failure

no event

O-Ring-topology-change

Disable O-Ring
topology changed

event type

switch(config)#no event

ring-topology-change

no event systemlog

Disable port event for

system log

switch(config)#interface fastethernet
3
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switch(config-if)#no event systemlog

no event smpt

Disable port event for
SMTP

switch(config)#interface fastethernet
3

switch(config-if)#no event smtp

show systemlog

Show system log
client & server

information

switch#show systemlog

6.15 SNTP Commands

Commands Level Description Example
sntp enable G |Enable SNTP function |switch(config)#sntp enable
sntp daylight G |Enable daylight saving|switch(config)#sntp daylight

time, if SNTP function
is inactive, this
command can't be

applied.

sntp daylight-period
[Start time] [End time]

Set period of daylight
saving time, if SNTP
function is inactive,
this command can’t be
applied.

Parameter format:

[yyyymmdd-hh:mm]

switch(config)# sntp daylight-period
20060101-01:01 20060202-01-01

sntp daylight-offset
[Minute]

Set offset of daylight
saving time, if SNTP
function is inactive,
this command can't be

applied.

switch(config)#sntp daylight-offset 3

sntp ip
[IP]

Set SNTP server IP, if
SNTP function is
inactive, this
command can't be

applied.

switch(config)#sntp ip 192.169.1.1

sntp timezone

Set timezone index,

switch(config)#sntp timezone 22

[Timezone] use “show sntp
timzezone” command
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to get more

information of index

number

show sntp P |Show SNTP switch#show sntp
information

show sntp timezone P [Show index number of|switch#show sntp timezone
time zone list

no sntp G |Disable SNTP switch(config)#no sntp
function

no sntp daylight G |Disable daylight switch(config)#no sntp daylight

saving time

6.16 Ring Commands

Commands Level Description Example
Ring enable G |Enable O-Ring switch(config)# ring enable
Ring master G |Enable ring master switch(config)# ring master
Ring couplering G |Enable couple ring switch(config)# ring couplering
Ring dualhoming G |Enable dual homing |switch(config)# ring dualhoming
Ring ringport G |Configure 1st/2nd switch(config)# ring ringport 7 8
[1st Ring Port] [2nd Ring Ring Port
Port]
Ring couplingport G |Configure Coupling  |switch(config)# ring couplingport 1
[Coupling Port] Port
Ring controlport G |Configure Control Port|switch(config)# ring controlport 2
[Control Port]
Ring homingport G |Configure Dual switch(config)# ring homingport 3
[Dual Homing Port] Homing Port
show Ring P |Show the information |switch#show ring

of O-Ring

no Ring G |Disable O-Ring switch(config)#no ring
no Ring master G |Disable ring master |switch(config)# no ring master
no Ring couplering G |Disable couple ring  |switch(config)# no ring couplering
no Ring dualhoming G |Disable dual homing |switch(config)# no ring dualhoming
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7. Technical Specifications

Technology
Ethernet Standards 802.3 - 10Base-T,
802.3u - 100Base-TX, 100Base-FX,
802.3z - 1000Base-LX
802.3ab - 1000Base-TX,
802.3ad - Link Aggregation Control Protocol
802.3x - Flow Control
802.1D - Spanning Tree Protocol
802.1p - Class of Service,
802.1Q - VLAN Tagging
802.1w - Rapid Spanning Tree Protocol,
802.1X - Authentication
802.1ad - VLAN QinQ
802.1AB - LLDP
802.1s - MSTP
MAC addresses 8192
Priority Queues 4
Flow Control IEEE 802.3x Flow Control and Back-pressure
Processing Store-and-Forward
Interface
RJ45 Ports 10/100Base-T(X), Auto MDI/MDI-X
Giga SFP Ports 1000 Base-SFP & 1000 Base-T(X) combo
LED Indicators Per Unit : Power x 3(Green)
RJ45 Ports:
Per Port : Link/Activity(Green/Blinking Green), Full
duplex(Amber)
Giga SFP Ports:
Per Port : Activity(Green), Link (Green)
Power Requirements
Power Input Voltage PWR1/2: 12-48VDC in 6-pin Terminal Block
Reverse Polarity Protection Not Present
Power Consumption 12 Watts
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Environmental

Operating Temperature

-40°C to +70°C

Storage Temperature

-40°C to +85°C

Operating Humidity

5% to 95%, non-condensing

Mechanical

Dimensions(W x D x H)

96.4(W)x108.5(D)x154(H) mm (3.8 x 4.27 x 6.06 inch)

Casing

IP-30 protection

Regulatory Approvals

Regulatory Approvals

FCC Part 15, CISPER (EN55022) class A

EMS

EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4
(EFT), EN61000-4-5 (Surge), EN61000-4-6 (CS),
EN61000-4-8,EN61000-4-11

Shock IEC 60068-2-27
Free Fall IEC 60068-2-32
Vibration IEC 60068-2-6
Warranty Limited Lifetime
Dimensions
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8. Service, Warranty & Compliance Information

Service

Direct Contact Numbers:

Domestic: + 1 800-260-1312

International: + 1 952-358-3601
Fax +1 952-941-2322
Email: techsupport@transition.com

Service Hours:

USA: 7 AM until 8 PM CST Monday to Friday.
Out of Hours the calls will be answered by an on-call engineer.
Live Help Online Support: Chat live with a Transition Networks representative at

http://www.livehelpnow.net/lhn/lcv_custom.aspx?d=0&ms=&zzwindow=0&Ihnid=4085&custom1=&custo

m2=&custom3=&time=9/19/2011%202:07:14%20PM.

Warranty
Effective for Products Shipped May 1, 1999 and After. Every Transition Networks labeled product
purchased after May 1, 1999, and not covered by a fixed-duration warranty will be free from defects in
material and workmanship for its lifetime. This warranty covers the original user only and is not
transferable.
This warranty does not cover damage from accident, acts of God, neglect, contamination, misuse or
abnormal conditions of operation or handling, including over-voltage failures caused by use outside of the
product's specified rating, or normal wear and tear of mechanical components. If the user is unsure about
the proper means of installing or using the equipment, contact Transition Networks's free technical
support services. Transition Networks will, at its option:

» Repair the defective product to functional specification at no charge

* Replace the product with an equivalent functional product

« Refund a portion of purchase price based on a depreciated value

Warning: You must use an isolated power supply in order for Transition Networks to honor

the warranty.
Return Authorization

To return a defective product for warranty coverage, contact Transition Networks's technical support
department for a return authorization number. Transition's technical support department can be reached

through any of the following means:
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Service Hours

USA: 8:00 PM Sunday through 8:00 PM Friday CST. After Hours: Calls answered by an on call engineer.
Direct Contact Numbers

Domestic: + 1 800-260-1312

International: + 1 952-358-3601

Fax: +1 952-941-2322

Email: techsupport@transition.com Online Support

Live Help: Chat live with a Transition Networks representative.
Return Instructions
Send the defective product postage and insurance prepaid to the following address:
Transition Networks, Inc.
10900 Red Circle Drive
Minnetonka, MN 55343 USA
Attn: RETURNS DEPT: CRA/RMA #

Failure to properly protect the product during shipping may void this warranty. The return authorization number must
be written on the outside of the carton to ensure its acceptance. We cannot accept delivery of any equipment that is
sent to us without a CRA or RMA number. CRA's are valid for 60 days from the date of issuance. An invoice will be
generated for payment on any unit(s) not returned within 60 days.

Upon completion of a demo/ evaluation test period, units must be returned or purchased within 30 days. An invoice will
be generated for payment on any unit(s) not returned within 30 days after the demo/ evaluation period has expired.
The customer must pay for the non-compliant product(s) return transportation costs to Transition Networks for
evaluation of said product(s) for repair or replacement. Transition Networks will pay for the shipping of the repaired or
replaced in-warranty product(s) back to the customer (any and all customs charges, tariffs, or/and taxes are the
customer's responsibility).

Before making any non-warranty repair, Transition Networks requires a $200.00 charge plus actual shipping costs to
and from the customer. If the repair is greater than $200.00, an estimate is issued to the customer for authorization of
repair. If no authorization is obtained, or the product is deemed ‘not repairable’, Transition Networks will retain the
$200.00 service charge and return the product to the customer not repaired. Non-warranted products that are repaired
by Transition Networks for a fee will carry a 180-day limited warranty. All warranty claims are subject to the restrictions
and conventions set forth by this document.

Transition Networks reserves the right to charge for all testing and shipping incurred, if after testing, a return is
classified as "No Problem Found."

THIS WARRANTY IS YOUR ONLY REMEDY. NO OTHER WARRANTIES, SUCH AS FITNESS FOR A PARTICULAR
PURPOSE, ARE EXPRESSED OR IMPLIED. TRANSITION NETWORKS IS NOT LIABLE FOR ANY SPECIAL,
INDIRECT, INCIDENTAL OR CONSEQUENTIAL DAMAGES OR LOSSES, INCLUDING LOSS OF DATA, ARISING
FROM ANY CAUSE OR THEORY. AUTHORIZED RESELLERS ARE NOT AUTHORIZED TO EXTEND ANY

DIFFERENT WARRANTY ON TRANSITION NETWORKS'S BEHALF.
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0. Regulatory Agency Information

Regulatory approvals

EMI FCC Part 15, CISPR (EN55022) Class A
EMS EN61000-4-2 (ESD)

EN61000-4-3 (RS), EN61000-4-4 (EFT), EN61000-4-5 (Surge), EN61000-4-6 (CS),
EN61000-4-8,

EN61000-4-11

Shock IEC60068-2-27

Free Fall IEC60068-2-32

Vibration |IEC60068-2-6

Safety EN60950-1

cUL

Class 1/Div 2

ATEX

Declaration of Conformity

Declaration of Conformity

Transition Networks, Inc.

10900 Red Circle Drive, Minnetonka, Minnesota 55343 U.S.A.
Declares that the product(s)
SISTM1040-262D-LRT-B

Conforms to the following Product Regulations:

EMI FCC Part 15, CISPR (EN55022) Class A
EMS EN610004-2 (ESD), EN61000-4-3 (RS), EN6100044 (EFT),
ENG10004.5 (Surge), EN610004.6 (CS),
ENG61000-4-8, ENG1000-4-11
Shock IEC60068-2-27, Free Fall IEC60068-2-32, Vibration IEC60068-2-6, Safety EN60950-1
cUL, Class 1/Div 2, ATEX

1, the undersigned, hereby declare that the equipment specified above conforms to the above Directive(s) and Standards(3).

a

Kl o et

Vice Prasi
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10. Differences between -A and -B Models

Feature -A Model -B Model
10/100Base-T Ports 16 16
100/1000Base-X Ports 2 Combo 2 Combo
Serial Console Port v v
Auto MDI v v
Auto Negotiation v v
Input Power Range 12~48VDC 12~48VDC
Reverse Polarity Protection v v
Overload Protection v v
Fault Relay v v
IEEE802.1AB LLDP v
IEEE802.1D STP v v
IEEE802.1p COS (Class of Service) v v
IEEE802.1Q VLAN Tagging v v
IEEE802.1s MSTP v
IEEE802.1w RSTP v v
IEEE802.1x RADIUS v v
IEEE802.3 v v
IEEE802.3ab v v
IEEE802.3ad LACP v v
802.3af PoE
802.3at PoE+
IEEE802.3u v v
IEEE802.3x Flow Control v v
IEEE802.3z v v
MAC Table 8k 8192
Priority Queues 4
Processing Store and Forward Store and Forward
Switching Latency 9us
Switching Bandwidth 7.2Gbps
IGMP snooping/query v 1024 Groups
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SNMPv1/iv2/v3 \ v
SNTP v v
DHCP v v
PTP v
MVR v
SMTP v
GVRP v v
VLAN v 4096
Modbus TCP \
O-Ring v
Open-Ring v
Multi-ring v
X-Ring v
Dual Homing v v
Dual Ring v v
Couple Ring v v
MRP v
IP Access Security v v
Port and IP Binding v v
SSL v
SYSLOG v v
IPv4/IPv6 v v
Power LEDS Power, P1, P2 Power, P1, P2
Ring Master LED 1 1
Ring Indicator 1
Fault Indicator 1 1
10/100/1000Base-T Link/Act/100Mbps 1/Port 1/Port
100/1000Base-X Link/Act 1/Port 1/Port
Enclosure IP-30 IP-30
Dimensions 79 X 105 X 152 96.4 X 108.5 X 154
Operating Temperature -40°C to +75°C -40°C to +70°C
MTBF 295000 Hrs
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Feature -A Model -B Model

FCC Part 15 v v
CISPR(EN55022) class A v v
EN61000-4-2 (ESD) v v
EN61000-4-3 (RS) v v
EN61000-4-4 (EFT) v v
EN61000-4-5 (Surge) v v
EN61000-4-6 (CS) v v
EN61000-4-8 v v
EN61000-4-11 v
IEC60068-2-27 (Shock) v v
IEC60068-2-32 (Free Fall) v v
IEC60068-2-6 (Vibration) v v
IEC61000-6-2
IEC61000-6-4
UL v v
UL508
cUL v v
Class 1/Div 2
CE Mark v v
ATEX v
GL
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11. Power Supply Information

Several power supply models are available from Transition Networks.

Warning: You must use an isolated power supply in order for Transition Networks to honor

the warranty.

Transition Networks recommended power supply:

e 25083: 24 Watt 12VDC DIN-Rail power supply.

Alternate Power Supply:
e 25130: 40 Watt 48VDC DIN-Rail power supply.
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12. Radius Server and Switch Settings

This section provides MS WinRadius and Windows / PC settings. See section 5.1.12.4 -

“802.1x - Radius Server” for the switch’s RADIUS parameter descriptions.

Radius Server and Switch Setting

1. Enable the WinRadius tool.

|% WinRadins

WEE WEE w0 HORFEW IAD RN
Qtx-Q ¥ Pmuwsx |3 X B @

FIED) |2 DAA-AWinRsdivs

WinRadivs config
Microsft Applisation CONFIG 46 %€
;ill["””'\l\\lul e KB "
e WinRadius mdb
Micmosoft Application Izl Microsoft Office Access REFITESE
m 116 KB

RadineT

2. Set the Radius Server IP, NSA and Port.

b & H X — 3 & | &| ¢

D [ Time N [HMe |
1 201dy3m314 12h2mds 3 users vere loaded.

2 2014y3m314 12h2m0s WinRadivs i ruming OK, (Auth port=lB12, Acct port=1813, Secret=12345678)

3 2014y3m314 12h2m0s ;

\ for NAS request packets. If 20 request , plesse check your NAS'e

Systom setfings

NAS Secret: 1123455m

RADIUS IP: ]192.153.1u.ss

Authorization port: 11312

Accounting port: ]1313

I Launch when system startups

I Minimize the application when startups

Cancel

3. Create a new User.

Dol Unme R I
e
Modety U e A nans E| bt 24 557)
Tl t

st mached, plesin chock your HAS'e
h User name: (124567

Pt prmears Password: 12345678

Frie Broenit Graup: |

Pruea Semp(E) =
Calling address: |

Eeatl)

Please (il MAC address or Calfing number, thus this
wser will be binded to this addfess. Empty means no
limitation. 0 means using firsf address of firat login.

Cagh prepald: | p Cents
Expiry date: |
Note; yyyyimmidd meang expiry date: digit means
walld days since first login: empty means never
expired.
Others:
© Prepaid user [ = Postpaid user

Accounting methog: |Based on Time -

Cancel |

33617 Rev. A www.transition.com Page 118 of 125




Transition Networks

SISTM1040-262D-LRT-B User Guide

4. Enter the Switch Radius Server settings. Note: all settings need the same Radius Server

settings.

Open all
System Information
Front Panel
_ | Basic Setting
__1 DHCP Server
_ | Port Setting
| Redundancy
_1 VLAN
_1 SNMP
__| Traffic Prioritization
_1 Mutticast
= Y Security
IP Security
Port Security
MAC Blacklist
F.4.8

Port Auth Setting
Port Auth State
__1 Warning
__1 Monitor and Diag
Save Configuration
Factory Default
System Reboot

802.1x - Radius Server
Radius Server Setting

802.1x Protocol

Radius Server IP |192.158.‘IU.55

Server Port [1812
Accounting Port | 1813
Shared Key [12345678

NAS, Identifier [NAS_L2_swiTcH

Advanced Setting

Quiet Period |50

TX Period [0

Supplicant Timeout | a0

Server Timeout | 30

Max Requests | 2

Re-Auth Period [2800

5. Select 802.1x Authorize Port (e.g., select Port 1 and Port 2 = Authorize).

Open all
System Information
Front Panel
_| Basic Setting
_| DHCP Server
_| Port Setting
_ 1 Redundancy
_1 VLAN
_1 SNMP
_| Traffic Prioritization
_| Multicast
= 4 Security
IP Security
Port Security
MAC Blacklist
By 802.1x
(£ Radius Server
Port Auth State
__1 Warning

@1 Manitar and Dian

802.1x - Port Authorize Mode

—PortMo. __ PortAuthorize Mode

Port.02 Authorize »
Port.03 Accept W
61
G2
)
Apply

6. Continue with the User PC Setting section below.
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1. Enable Windows 802.1x Services:

the Wired AutoConfig service, which is turned off by default.

SISTM1040-262D-LRT-B User Guide

To complete this procedure, you must first enable

a.

Click the Start button @3. In the search box, type services.msc, and then
press Enter. "',-' If you are prompted for an administrator password or
confirmation, type the password or provide confirmation.

In the Services dialog box, click the Standard tab at the bottom of main pane,
right-click Wired AutoConfig, and then click Start.

& Computer Management -8
File Adion View Help
oo nm = @ »enn
& Computer Management (Local _ [Actioms
“ "’% %‘L::k':c:d“l“ Select an itern ta view its desciphion,  Name : Descrpon  Surus  Sum || Semvices LA
@] Event Viewsr ) Windows Encryption Provid... Windows E... Manu Mare Actions »
ai) Shaeed Foldess ) Windows Error Reporting Se_. Allows rrer... Manu
. &5 Local Users and Groups % Windows Event Collector  This senice .. Many
3 Peformance 4 Windows Event Log This service .. Running  Auter
& Device Manager % Windows Firewall Vindows Fi. Runaing  Autor
o 2 Stonsge % Windows Font Cache Service  Optimizes p.. Runaing  Autor
@f Disk Management % Windows Image Acquisitio_  Provides im._ Manu
4 [y Serdices and Applicaticns % Windows Installer Adds, medi... Manu
= Services %, Windows Location Framew... This serice... Manu
) W Contrel 3 Windews Management Imat... Previdesac.. Runsing  Auter
% Windows Media Player Net... Shares Win... Manu
 Windews Madules Installer Enabiles st Manu
~ Windews Presenation Fou_ Optimizes .. Runaing  Manu
- Windews Eemote Manage..  Windows B Manu
% Windews Search Runmung  Auder
2 Wirsderns Stere Servee (WS, Manu
Windoan Time Runming  Manu
Windoas Update Manu
5 WeHT TR Wb Proy Autoe_ Runming  Manu
& Wired AutoCantig The Wired ... Manu
i Wirehess PAN DHCP Serves Manu
£ WLAN AutoConfig The WLANS.. Runeing  Auter
£ WM Performance Adepter  Privides pe.. Manu
£ Work Felders This senvice .. Manu
£ Workstaticn Crestes ande. Runeing  Auter
£ WWAN AuteConfig This senvice .. Manu
v
< »
< > |\ Butended | standard [

c. Open Network Connections by clicking the Start button €9, and then clicking

Control Panel. In the search box, type adapter, and then, under Network and

Sharing Center, click View network connections.

d. Right-click the connection that you want to enable 802.1X authentication for,

and then click Properties. "',l If you are prompted for an administrator

password or confirmation, type the password or provide confirmation.
|

Disable this network device

Organize v
™ | Bluetooth Network Connection
Not connected
X ) Bluetooth Device (Personal Area
=L WicRi
Mot connected
X ] intel(R) Dual Band Wireless-AC 72,

1 & » Control Panel » Networkand Internet + Network Connections v & | SearchNetwork C
Diagnose this connection Rename this connection Change settings of this connection g
= | Ethemet = Local Area Connection Local Area Connection 2

&k Network cable unplugged

csicompanies.ntemal =
K @ TAP-Win32 Adspter V3 £2

> Network cable unplugged
T |ntel(R) Ethernet Connection 1217

K @7 TAP-Win32 Adapter V3
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a. Click the Authentication tab, and then select the Enable IEEE 802.1X

authentication check box.

Connect using:
&F TAP-Win32 Adapter V9

This connection uses the following items:

a Client for Microsoft Networks
.Q File and Printer Sharing for Microsoft Networks
B (305 Packet Scheduler
[ -& Microsoft Netwark Adapter Multiplexor Protocol
[l - Microsoft LLDP Protocol Driver
i Link-Layer Topology Discovery Mapper 140 Driver
& Link-Layer Topology Discovery Responder

< >
ii
Ji Install... | | Uninstal Properties
i Description
Ji Allows your computer to access resources on a Microsoft
/i network.
[l
il
i
[
[y
4
2
] Local Area Connection Properties
Authertication | Sharing 2
t
Select this option to provide authenticated network access for
this Ethemet adapter.
Enable IEEE 802.1X authentication
Choose a network authertication method:
| Microsoft: Protected EAP (PEAF) v| | Settings
Remember my credentials for this connection each
time I'm logged on
Fallback to unauthorized network access
| ok || cancel |
b. Inthe Choose a network authentication method list, click the method you want to
use.
To configure additional settings, click Settings.
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13. SNTP Server Setup

This section provides a sample setup procedure for the following SNTP server/client
configuration.

SNTP Server
example structure

j
SNTP Server

SNTP Client Switch
192.168.1.66 192.168.1.77

1. Setup IP of PC (e.g., 192.168.1.66 / 24).

L lim_TEST K gaR

% LI~ ]
9 @ i
e EW AR - e LR R 1P L - "
| AR T R ot ::H mﬂ:: L
am 1000 Mbge
© BIROE IT S0
DR TR e
I
FREER &
RN . _:g
l.—-ﬂ
(& I THERD DX MBBTLE il LS 1412
e aais = : 7]
Tk DNE (IR (A) - —
pr D BHD)
[ mR
12590 Pl Pt 2
~— lmew
T ;

»

= Crsw )

[0+ P BT T )
0 L

2. Start the SNTP Server software, making the PC into an SNTPand Syslog Server (this
example uses the free tool tftpd32).
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& Free snip server software

WEE BHEE BRO HEEFWw TAD HE®
Q= - @ @ Pus &wsx |-

Start SNTP Server software

3. Confirm whether to open the SNTP function.

B
& Current Directory |C:\Documents and Setingshim s i & E Browse Base Directony
_‘ Server interface |172.20.1 266 j Show Dir |C. “Diocuments and Settingsjim'eE @\ BE T Browse
|= SNTP server I Global Settings Syslog server
[ TFTP Server [ Spslog Server I e —
Errar Can't bind the SMTP port! ELliex [™ DHCF Server . 1
Either pou do not have necessary priviege ¥ SNTP senver File
or a SNTF daemon iz already started
TFTP Secuiity TFTF configuration
bind returns error -1, GetLastErmor 10043 " Mone
Timeout [zeconds] k]
& Standard .
 High Max Retransmit 5
ial
TH t
¢ Fiead Orl PRt B9
Advanced TRTP Options
IV Option naatiation [~ Hide Window at startup
¥ Show Plogress bar [” Create "dir.tat" files
[ Tranzldle Unix file names [” Beep for long tranfer
™ Use TPpd32 only on this interface
™ Useghticipation window of Bytes
[~ Allowl™ As vittual root
Default ‘ Help | Cancel |
sou || setnge iE(D e ——— o —— ]

4. Set up and finish, then restart the software.
5. Atthe Basic Setting > SNTP(Time) page, set the SNTP Server IP Address and the set
the UTC Timezone, and click the Apply button.

~ ~
Open all SN TP
System Information
Front Panel SNTP Cli .
= ient :|Enable
& 3 Saslcsatin
Switch Setting " N ; N " "
i PSS T (UTC Timezone (GMT)Greenwich Mean Time: Dubklin, Edinburgh, Lisken, Londaon vl]
IP Setting (SNTP Server IP Address 0.0.0.0 ]
IPvG Setting
T Current System Time |
LLDP
Auto Provision N . - .
B Daylight Saving Time :[Disable v
Upgrade Firmware
W) DHEP S — Daylight Saving Period -
_| Port Setting
_| Redundancy
) LA Daylight Saving Offset
1 SNwP
_| Traffic Prioritization Apply 4
| Multicast ~ ~

6. Observe the system time at the System Information page in the System Timezone Offset
field.
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